
Experimental Evaluation of Simpli�ed Veri�cation Methods

for Responsive Communication Protocols

Shin'ichi Nagano Tohru Kikuno

Department of Informatics and Mathematical Science

Graduate School of Engineering Science, Osaka University

1-3 Machikaneyama, Toyonaka, Osaka 560-8531, Japan

Phone: +81-6-850-6568 Fax: +81-6-850-6569

E-mail: fs-nagano, kikunog@ics.es.osaka-u.ac.jp

Abstract

We consider responsiveness veri�cation of commu-
nication protocols on the client-server system CSN ,
which consists of one client site and N (N � 2) server
sites, under the assumption that a single transient fail-
ure occurs on any one server site. For the veri�cation,
a typical naive method NAIV generates exhaustively
all abnormal system states reachable after the failure,
and then calculates the recovery time needed for re-
turning to a normal state. In this paper we propose
two simpli�ed methods (RSYM and EST ) to reduce
the overheads needed for the method NAIV . The �rst
method (RSYM) takes notice of symmetric properties
on the system CSN and considers the case where a
single transient failure occurs on a speci�c server site.
The second method (EST ) veri�es the responsiveness
on the restricted system CS2, and then estimates from
its result the responsiveness on the system CSN .

Then we perform simulation experiments to evaluate
the proposed methods. The experimental results show
that (1) The �rst method RSYM can reduce the over-
heads of the method NAIV , while keeping accuracy in
evaluating the recovery time. (2) The second method
EST succeeds in both reducing further the overheads of
the method RSYM and assuring good approximation
for the recovery time.
Key words: client-server system, communication pro-
tocol, responsiveness, veri�cation.

1. Introduction

Generally, communication protocols with fault-
tolerant and real-time properties are called respon-
sive communication protocols, shortly responsive

protocols[3]. In order to design a responsive proto-
col, we must prove that the protocol can recover to
a normal state within a permissible time, even when
it transits to an abnormal state due to a failure[9].
Thus the responsiveness veri�cation method must in-
clude the following two steps: (1) generating all abnor-
mal states to which the protocol may transit due to a
failure, and (2) calculating the recovery time required
for returning from an abnormal state to a normal state.
However, since there exist a lot of abnormal states to
be considered, it is very di�cult to check whether the
designed speci�cation is equipped with all necessary
functions for recovery.

In this paper, we consider responsiveness veri�ca-
tion of communication protocols on the client-server
system CSN , which consists of one client site and
N (N � 2) server sites, under the assumption that
a single transient failure occurs on any one server site.
For the veri�cation, there exists a typical naive method
NAIV which generates exhaustively all abnormal sys-
tem states reachable after the failure, and then cal-
culates the recovery time needed for returning to a
normal system state. In this paper, we propose two
simpli�ed methods (RSYM and EST ) to reduce the
overheads needed for the method NAIV . The �rst
method (RSYM) takes notice of symmetric properties
on the system CSN and considers the case where a
single transient failure occurs on a speci�c server site.
The second method (EST ) veri�es the responsiveness
on the restricted system CS2, and then estimates from
its result the responsiveness on the system CSN .

In order to evaluate the proposed methods, we per-
form simulation experiments using a connection estab-
lishment protocol. In the experiments, we measure the
following four kinds of metrics: (m1) the number of
generated system states, (m2) the memory size, (m3)
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the execution time, and (m4) the recovery time. The
experimental results show that (1) The �rst method
RSYM can reduce the overheads (m1 through m3),
while keeping accuracy in evaluating m4. (2) The sec-
ond method EST succeeds in both reducing further the
overheads and assuring good approximation for m4.

2. Preliminaries

2.1. Communication Protocol

Generally, real-time communication systems such as
plant control systems consist of client sites, server sites,
and communication channels among them[6, 8]. In
such a system, a client site and its server site must
establish a connection between them before message
passing. A series of interactions between sites for con-
nection establishment is called a connection establish-
ment protocol[1, 2].

The protocol is usually speci�ed at three distinct
levels: site level, process level, and EFSM level, hierar-
chically. At site level, each site is considered as a black
box and only the interactions between sites through
communication channels are speci�ed. At process level,
each site is speci�ed explicitly using several processes
and communication channels. However a process it-
self is still treated as a black box, and only the inter-
actions between processes are described. Finally, at
EFSM level, each process and channel are modeled by
an EFSM and an FIFO queue, respectively[2, 7]. We
assume that the lower and upper bounds of the execu-
tion time needed for each message transfer are given.
For each transition in an EFSM, these lower and upper
bounds are assigned as a label.

Figure 1 shows an example communication system
CSN which consists of one client site Site0 and N
server sites Sitei (1 � i � N). Additionally, there
exist 2N communication channels between Site0 and
Sitei's, and the time needed for each message transfer

in the channels is exactly 10 time units. We discuss
in this paper the connection establishment between a
client site and a server site. Client site Site0 consists
of 5 processes and each server site Sitei consists of 4
processes. We omit the descriptions at process level
and EFSM level (please refer to [8]).

2.2. Responsiveness Condition

De�nition 1 A system state ssi at global time T in a
communication protocol P is de�ned as (gsi; gei). The
component gsi consists of the state variables for pro-
cesses and channels in P . The component gei is de�ned
as fhe1; l1; u1i; . . . ; hep; lp; upi; . . . ; heqi ; lqi ; uqiig, where
lp and up (1 � p � qi) are non-negative integers and
denote the lower and upper bounds of a residual time
(see [7, 9]), respectively, needed for event ep to be com-
pleted.

A normal system state is a system state reachable
from the initial system state. On the other hand, an
abnormal system state is any system state which is not
a normal system state. We represent a set of normal
system states and a set of abnormal system states as
Snormal and Sabnormal, respectively.

De�nition 2 A communication protocol P is said to
be a responsive protocol i� P satis�es the following re-
sponsiveness condition C. Here, rti denotes a recovery
time from the abnormal system state ssi to a normal
system state, and R is a positive integer representing
a permissible recovery time.

Condition C: For any abnormal system state ssi 2
Sabnormal, the following two conditions C1, C2
hold: (C1) 9ssj 2 Snormal [ssj is reachable from
ssi], and (C2) rti � R.



2.3. Responsiveness Veri�cation

The following (1)-(4) are given as the inputs for the
responsiveness veri�cation: (1) a communication pro-
tocol P modeled by EFSMs, (2) the lower bound li and
upper bound ui of execution time of each event ei, (3)
the initial system state ss0, and (4) a permissible re-
covery time R. The output is yes or no (whether P can
recover to a normal system state within a given time
limit R, or not).

The outline of the basic method for responsiveness
veri�cation is summarized as follows (please refer to [9]
for the details):

Step 1: Calculate the set Snormal of the protocol P
using the timed reachability analysis[7].

Step 2: Generate a set of initial abnormal system
states, denoted by S0

abnormal, to whichP may tran-
sit due to an unde�ned transition, and then set
Sabnormal = S0

abnormal. For each ssp 2 Sabnormal,
generate all abnormal system states reachable
from ssp using the timed reachability analysis, and
append them to Sabnormal.

Step 3: Check whether R and Sabnormal obtained at
Step 2 satisfy the responsiveness condition C.

2.4. Simulator for Responsiveness Veri�ca-
tion

We have developed a simulator based on the basic re-
sponsiveness veri�cation with C language and Tcl/Tk
(about 10,000 lines)[9]. The simulator consists of the
following three modules:

Editor: This editor supports drawing EFSMs for pro-
cesses on GUI, which can be saved as the input for
generation of system states.

Generation of system states (for Steps 1 and 2): The
sets Snormal and Sabnormal are calculated using the
timed reachability analysis method. In order to
reduce drastically the time needed for searching
the equivalent system states, we adopt hashing as
data structure of system states.

Responsiveness veri�cation (for Step 3): This module
checks whether Sabnormal and R satisfy the respon-
siveness condition C or not, and outputs the result
(yes or no).

3. Simpli�ed Veri�cation Methods

3.1. Assumptions

Assumption 1 (System model) The communica-
tion system CSN is composed of one client site and
N server sites, as shown in Figure 1. The connection
establishment protocol is designed on the system CSN ,
and the descriptions of server site Sitei's (1 � i � N)
at process level and EFSM level are the same.

Assumption 2 (Fault model) A single transient
failure occurs in any server site Sitei (1 � i � N).
No other failures occur within the system (even during
the recovery from abnormal system state).

Assumption 3 (Execution time)
All sites Sitei (0 � i � N) start their executions at
time 0. Reception of a message in Site0 takes two time
units.

3.2. Three Methods for Veri�cation

We �rst present a naive method NAIV for respon-
siveness veri�cation.

(1) Naive veri�cation (NAIV ): By generating ex-
haustively all system states on the system CSN ,
calculate the sets Snormal and Sabnormal. Then
check the responsiveness condition C.

Next, we propose two simpli�ed methods to improve
the overheads of the method NAIV .

(2) Reduced veri�cation based on symmetric proper-
ties (RSYM): By assuming that a single transient
failure occurs on a speci�c server site (rather than
any server site) on the system CSN , say Site1, cal-
culate the sets Snormal and Sabnormal. Then check
the responsiveness condition C.

(3) Estimation based on transformed simple model
(EST ): Assume the restricted system model CS2
(rather than CSN ) and assume that 10+2(N �2)
time units are needed for a message transfer be-
tween Site0 and Sitei (i = 1; 2). Then calculate
the sets Snormal and Sabnormal on CS2. Based on
these sets, check and estimate the responsiveness
condition C on the target model CSN .

We explain the term 2(N � 2) in the proposed
method EST : In the CSN the messages from
Sitej (1 � j � N) may reach Site0 at the same
time. The delay in the response to Sitej from Site0
becomes maximum when Site0 receives the message



from Sitej after receiving the messages from all other
Sitek's (1 � k � N; k 6= j). According to Assump-
tion 3, the maximum delay is estimated at 2(N � 1).
Thus the di�erence of the maximum delays between
the systems CSN and CS2 is 2(N � 2).

4. Simulation Experiments

In order to evaluate the proposed methods RSYM
and EST , we perform simulation experiments using a
connection establishment protocol for a certain plant
control system. In the experiments we measure the
following four kinds of metrics:

(m1) the number of system states generated by the
simulator.

(m2) the memory size needed by the simulator.

(m3) the execution time needed by the simulator.

(m4) the recovery time calculated or estimated by the
simulator.

The simulator is executed on SUN UltraSPARC UA1
workstation with Solaris 2.5 augmented by 448 MB
RAM.

We consider the following objectives for the simula-
tion experiments:

(1) To show that the simpli�ed method RSYM re-
duces drastically the values of metrics m1, m2,
m3 compared with the method NAIV , but ob-
tains the same value of m4 as method NAIV .

(2) To show that the estimation method EST reduces
further the values of metrics m1, m2, m3 com-
pared with the method RSYM , but assures the
small estimation error for the value of m4.

5. Analysis of Experimental Results

The experimental results are shown in Figure 2. Fig-
ures 2 (a), (b), (c), (d) show the number of system
states (m1), the amount of memory (m2), the execu-
tion time (m3), and the recovery time (m4), respec-
tively. Based on these results, we discuss the objectives
(1), (2) mentioned in Section 4.

5.1. Comparison between RSYM and NAIV

In Figures 2 (a), (b), (c), the values by the both
methods RSYM and NAIV grow exponentially with
respect to the number of server sites. However, the
values by the method RSYM is almost 1=N times as

large as that by the method EST , where N denotes
the number of server sites.

The reason of this reduction is that the topology of
the system CSN is symmetric as shown in Figure 1, and
that client site Site0 deals fairly with all server sites
Sitei's (1 � i � N). Furthermore, since all server sites
Sitei's are modeled by the same EFSM, the occurrence
of the failure in any server site is also symmetric. Using
these symmetric properties, the method RSYM can
decrease drastically the number of system states.

On the other hand, these symmetric properties mean
that the maximum recovery time is the same for any
case of the failure in server site Sitei (1 � i � N).
Thus, the maximum recovery time calculated by the
method RSYM is the same as that by the method
NAIV .

According to the above discussions, we can conclude
that objective (1) is proved a�rmatively.

5.2. Comparison between EST and RSYM

Figures 2 (a), (b), (c) show that the values by the
method EST are almost located on the horizontal line,
while the values by the method RSYM grow expo-
nentially. The reason of the horizontal line is that the
method EST estimates the system CSN (N � 3) quite
well using the system CS2. Therefore, the method
EST can reduce drastically the values of m1, m2 and
m3.

The negative side-e�ect of such a drastic reduction
appears clearly in the computational error for the max-
imum recovery time calculated by the method EST .
But, Figure 2 (d) shows that the di�erence of the max-
imum recovery time between the methods EST and
RSYM is at most four time units.

From the analysis of experimental results, we can
conclude the objective (2) is also proved a�rmatively.

6. Conclusion

We have proposed two simpli�ed methods for re-
sponsiveness veri�cation: the method RSYM and the
method EST . The experimental results show that we
can apply the method RSYM to critical systems ef-
fectively. Then we �nd that the method EST is appli-
cable at the early test phase iteratively, since it gives
a good approximation in a very short time. Future
research works include the further analysis of the pro-
posed methods and the applications of the proposed
methods to practical design problems.
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Figure 2. Comparison among three methods
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