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Abstract

We formulate a conjecture about random n-dimensional
lattices with a suitable distribution. The conjecture says
that every polynomial time computable property of a ran-
dom lattice holds with a probabiltiy either close to O or
close to 1. Accepting the conjecture we get a large class
of hard lattice problems. We describe an analogy between
our conjecture and a set theoretical axiom, which cannot be
proved in ZF'C. This axiom says that there exists a nontriv-
ial o-additive O — 1 measure defined on the set of all subsets
of some set S.

Introduction. A measure u,, on n-dimensional lattices
with determinant 1 was introduced about fifty years ago to
prove the existence of lattices which contain points from
certain sets. ., is the unique probability measure on lattices
with determinant 1 which is invariant under linear transfor-
mations with determinant 1, where a linear transformation
acts point by point on lattices.

Our main goal is to formulate a conjectured 0 — 1 law
about u,,. We will also give a method for generating a ran-
dom lattice with the distribution w,,. As we will see, there
are many proven 0 — 1 laws concerning random structrues,
but they are valid for a much smaller set of properties, e.g.
first-order definable properties. The infinite sequence (P, |,
n = 1,2,...) is a property of lattices if for each n, P, is
a set of n-dimensional lattices with determinant 1. We say
that a property P,, n = 1,2,... is polynomial time com-
putable (p.t.c.) if there is a probabilistic Turing machine
T so that given a lattice with any basis as an input 7" de-
cides with high probability in polynomial time whether P,
holds. The conjecture states that for any p.t.c property P,
n = 1,2,... we have that either lim_,, p,,(P,) = 0 or
lim_, o pr(P,) = 1. The conjecture implies P # NP so
there is not much hope for proving it, but it gives a way to
create a large number of hard lattice problems. (E.g. it im-
plies that for any fixed set H of volume 1 in R" it cannot
be decided in polynomial time whether a lattice contains a
nonzero point from H.) We do not think that there is any
reason to belive that it is easier to prove P # N P through

the conjecture than in any other way. Our goal is rather to
give a way to create a large collection of computationally
hard problems (by accepting a single statement.) As we
will show some of these problems may be useful for cryp-
tographic purposes.

We also describe an analogy between our conjecture and
a famous set theoretical axiom, which cannot be proved in
ZF(, the usual system of axioms for set theory. (This ax-
iom states that there exists a nontrivial o-additive 0 — 1-
measure defined on the set of all subsets of some set S.)
This analogy served as a motivation for the formulation of
the conjecture and it also makes more likely that the con-
jecture cannot be disproved. (J. H. Lutz and E. Mayordomo
fomulated a conjecture, implying P # N P, which also has
a measure theoretic motivation although in a somewhat dif-
ferent sense, see [12]).

We formulate the conjecture about lattices over the field
of real numbers, so each point of the lattice is presented as a
seqgeunce of real numbers. The length of the sequence is the
dimension of the lattice. We will use a computational model
where to access the ith bit of a real number requires about
1 time units, so during a polynomial time computation we
can access the first polynomial number of bits of each real
number. Still, as we will explain later, the randomization
itself cannot be done on lattices over the rationals. However
the consequences of the conjecture can be translated into
hardness statements about rational or interger lattices.

Notation. We will write p.t. for “polynomial time” and
p-t.c. for “polynomial time computable” throughout the pa-
per.

The definition of a measure on lattices. The topology
and measure on lattices described in this section was intro-
duced by Mabhler around 1946. The measure first was used
by him to prove the Minkowski-Hlawka theorem about the
existence of lattices that do not contain points from certain
sets. The proof used an averaging argument on lattices ac-
cording to this measure (See [8]). Although u,, is a proba-
bility measure it was used only for existence proofs and not
for probabilistic constructions of lattices. No conncetion
between p.,, and probabilistic notions were investigated.

Definition. If n is a positive integer then an L C R" is
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an n-dimensional lattice if there are n linearly independent
vectors ay,...,a, € R" so that for all x € L there are
integers a,...,a, with z = > | @;a;. A linearly in-
dependent system of vectors aq, ..., a, with the described
property will be called a basis of L. The absolute value
of the determinant whose columns are ag,...,a,, where
ai,...,a, is a basis of L is called the determinant of L.
Clearly the determinant of the lattice does not depend on
the choice of the basis a1, ...,a,. We will denote the set
of all n dimensional lattices whose determinant is one by
lattice,.

First we define a measure (and a topology) on the set of
all sequences consisting of n linearly independent vectors
in R™. This space consists of all of the possible bases of
lattices so it helps in the formulation of the final definition
of .

Definitions. 1. Let basis, be the set of all sequences
ai,...,a, € R" so that ay,...,a, are linearly indepen-
dent and the matrix formed from them has determinant 1 or
—1. We will consider each (ay,...,a,) € basis, as an
n X n matrix whose columns are aq, ..., a, and therefore
we may assume that basis, C R".

2. If a = (a1, ...,a,) € basis, then let ¢)(a) be the
lattice whose basis is aq, . . . , Gn,.

We will define a topology on lattice, and our mea-
sure will be defined on the Borel sets of this topological
space. The set basis,, has a toplogy on it induced by the
topology of R". (We get all of the open sets in the form
basis, N H where H is an open set of R”z.) This in-
duces a toplogy on lattice,, namely G C lattice,
will be open iff ¢y~ (G) is open in basis,,. The Borel sets
of lattice, are the elements of the smallest o-algebra on
lattice, which contains all open subsets. It is easy to see
thata B C lattice, is a Borel set iff 1)1 (B) is a Borel
set of basis, (or of R"z).

We want to define a measure on the Borel sets of
lattice, which is invariant under linear transformations
with determinant 1. First we define a measure with this
property on basis,,.

1. If V. C R"™ then V° will denote the set of all vectors
yvwherey € R, |[y| <landv € V.

2. On the Borel sets of R™ the n dimensional volume is
a measure which will be denoted by vol,,.

3. If A C basis, is a Borel set then let p,(4) =
vol,z(A°)

It is easy to see that p,, is a measure with the required
property, namely, if T is a linear transformation on R" with
determinant 1 or —1 and A C basis, then p,(T4) =
pn(A). (Here we apply T to A point by point and for each
a={(ay,...,a,) € basis,, Ta = (Tay,...,Ta,).) The
reason for the equality p,(T'A) = p,n(A) is that A acts on
the elements of basis,, as a linear transformation of R”2,
namely the tensor product of 7" with the identity matrix and

so the determinant of this linear transformation on R™" is
+1.

The measure p, is not a probability measure e.g.
pn(basis,) = co.

Since a lattice has infinitely many different bases,
¢ ~1{L} is an infinite set for each L € lattice,. For the
definition of the measure u,, we select an element ¢(L) of
tp~1(L) arbitrarily for each L € lattice,. In other words
(L) is a basis of L. There are an infinite number of func-
tions ¢ with this property and we fix one so that for each
Borel set B C L the set p(B) is also a Borel set.

E.g. the following definition of ¢(L) = (ai,...,a,)
meets this requirement. We define a; by recursion on 7. a;
will be a vector in the lattice which is linearly independent
from the vectors aq,...,a;—1 and of minimal length with
this property. If there are more then one such vector then a;
will be the smallest according to lexicographic ordering.

Definition. If A is a Borel subset of lattice,
then let u'(A) = pn(e(A)) and let p,(4) =
(u'(Lattice,))~tu/(A).

It is easy to see that y' is a measure on the Borel sets
of lattice, and u’ does not depend on the choice of the
function ¢ with the mentioned properties. It can be proved
that that p'(lattice,) < oo and actually there is an ex-
plicit formula for p/(lattice(n)) (see [8]). Clearly u,, is a
probability measure defined on the Borel sets of lattice,,.
The most important property of this measure is the follow-
ing: if T' is a linear transformation with determinant =1 and
A is a Borel set of lattices then pi,(A) = pu,(TA). (If L is
alattice then T'L = {T'z|z € L} is also a lattice, and if A is
a set of lattices then TA = {T'L | L € A}.) This property
easily follows from the corresponding property of p,,.

All of the definitions and theorems that we described up
to this point were already known for more than fifty years.
The definition of u, is not satisfactory from a computa-
tional point of view. (E.g. there is no known p.t.c. choice
for the function ). After formulating the conjecture we will
give an equivalent definition wich can be used for generat-
ing a random lattice with the distribution p,, in polynomial
time.

Before we formulate our conjecture we list a few facts
about random lattices which may help to “visualize” them.
A random lattice L with distribution p,, has the following
properties with a probability higher than 1 — n=°¢. (v, de-
notes the radius of the n dimensional ball whose volume is
1. 7, is about nz. d > 0is sufficiently large with respect
toc.)

1. The length of the shortest vector is about v,, with a
multiplicative error of at most 1 + ¢'n~=' logn.

2. There is a basis of L where the maximal lengths of the
basis vectors is less than 7, (1 + ¢'n~* logn).

3. In a ball of radius 7, (1 + ¢'n~* logn) the number of
lattice points is asymptotically the volume of the ball, that
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is, n¢". For any fixed set .S with larger than n¢ volume the
number of lattice points in S is about n¢ .

Conjectures in complexity theory an set theory. Com-
plexity theory is full of unsolved problems, in particular un-
proved lower bounds about the resources needed to solve
computational task in various models. We frequently try
to make some order among the many undecided questions
by an “axiomatic” method. E.g. as a consequence of the
assumption P # N P we get that all of the IV P-hard prob-
lems are computationally hard. The assumption that there
is no efficient algorithm for factoring long integers (or find-
ing short vectors in a large dimensional lattice) have con-
sequences in cryptography. In these cases we accept a few
unproved statements as axioms and with their help we are
able to decide a large number of interesting questions. A
very large part of cryptography (both theoretical and prac-
tical) has been built around these type of axioms. We ac-
cept these axioms (at least temporarily) on various grounds.
E.g. many researcher feel, based on some “philosophical”
argument, that the statement P # NP must be true. In
other cases (e.g. the hardness of factoring) we may have
more pragmatic reasons. The problem remained unsolved
for centuries although the best scientists of the world tried
to solve it, so it must be hard. Naturally different people
would put the same problem in different categories accord-
ing to this classification.

Altogether we may say that in complexity theory (and
in particular in the theory of lower bounds) this axiomatic
approach is successfull in the sense that with a relatively
small number of axioms we are able to decide a large num-
ber of interesting and open problems. On the other hand the
method is also very incomplete. Namely there are many in-
teresting problems in this area which are not NP-hard, can-
not be reduced to factoring or any other famous unsolved
problem so we do not have a firm ground to tell whether
they are probably hard or not.

To make some order among a lot of different unsolved
problem by this axiomatic method were also tried in certain
branches of mathematics. (E.g. in prime number theory
Rieman hypothesis serves as an axiom). In set theory (about
infinite sets) there was a similar situation about fifty years
ago. Here it is important to note that the word “axiom” in
the context of set theory usually means the simple “self ev-
ident” statements about the existence of sets on which the
whole set theory (including everything in mathematics) is
built. Such a system is ZF'C' the Zermelo-Fraenkel system
of axioms with the Axiom of Choice (see [9]). We are not
using now the word in this sense but rather we are referring
to set theoretical conjectures like the continuum hypothe-
sis, which can be added to ZFC as additional axioms. The
basic notions of set theory were introduced by Cantor to-
ward the end of the nineteenth century and he also formu-
lated the continuum hypothesis. In addition to the contin-

uum hypothesis many basic question in set theory were later
formulated which remained open and it seemed that there
is no hope of deciding them. About fifty years ago Kurt
Godel has shown that the continuum hypothesis cannot be
disproved and later Paul Cohen has proved that it cannot
be proved in ZF'C'. (For the proof of these facts they used
as an additional axiom that ZFC is consistent.) Apart from
the continuum hypothesis there were a very large number of
other set theoretical questions which remained open and set
theorists started to use some of them as new axioms. An-
other question of this type is the so-called measure problem.
We describe here the problem since our goal is to formulate
a finite analogue.

The measure problem. Is there a set S and a o-additive
0, 1-measure defined on all subsets of S, which takes the
value 0 on all singletons and the value 1 on S?

It can be proved that if such a set S exists then its car-
dinality must be very large in some sense. Because of this
the axiom stating that there exists such a measure is usually
stated in the form “there exists a measurable cardinal”. This
is one of the so called “large cardinal” axioms (see [9]).

This situation in the fifties of the last century in set theory
was somewhat similar to the situation of the described state
of “axiomatic” complexity theory right now. Later however
a few very powerfull axioms has been found (e.g. the so
called large cardinal axioms, we have seen one of them)
which seem to decide almost any interesting set theoretical
question (see [7]). (Of course this is not a mathematical
statement. It is always possible to create questions which
are undecidable in a given system of axioms; we are speak-
ing about only “natural” set theoretical questions.)

A similar development would be desirable in complex-
ity theory as well since it would eliminate the mentioned
incompleteness of the axiomatic method in complexity the-
ory. We do not have any methods of showing that a state-
ment like “P = NP” cannot be proved or disproved in
ZF(, still we may try tof come up with new, more pow-
erfull conjectures which as axioms decide more and more
problems. This is one of the motivations of this work.
We will describe a conjecture (concerning random lattices)
which we think is pointing in the described direction.

The mentioned conjecture about random lattices has a
direct analogue in infinite set theory. Perhaps this analogy
makes it more likely that the conjecture is valid (or at least
it will not be disproved) so we describe it briefly. Our start-
ing point is the “Measure problem” formulated earlier. For
the motivation of the original measure problem we note that
a finitely additive 0, 1-measure is the same as an ultrafil-
ter which is frequently used in model theoretic construc-
tions. The sets of measure 1 belong to the ultrafilter. So
a g-additive 0, 1-measure defines an ultrafilter closed under
countable intersections so the corresponding model theo-
retic construction (ultraproduct) becomes much more pow-
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erful. It was shown that the existence of such a measure im-
plies that ZF'C' is consistent so by Godel’s incompleteness
theorem this statement cannot be proved in ZFC. How-
ever accepting the existence of such a measure as an axiom
proved to be very fruitfull in set theory.

Our goal is to give a finite analogue of this axiom. Of
course a literal translation is not possible since on a finite
set if a measure is O on the singletons then it is 0 every-
where. In our finite version of the problem we will think
that a positive integer n is fixed, and we will translate the
phrase “the measure defined on all subsets of S” into “the
measure defined on all p.t. definable subsets of S”. (Or
alternatively on all sets defined by a polynomial size cir-
cuit.) This makes sense only if the elements of .S can serve
as an input to a p.t. algorithm so they have a (not neces-
sarily unique) representation by a 0, 1 sequence of polyno-
mial length. Another change will be that for a fixed n the
measure may take any value in the [0, 1] interval, only the
asymptotic values will be strictly Os and 1s. (Asymptotic
in the sense that the p.t. definition of the set is fixed and
we tend to infinity with n.) Surprisingly, there are theorems
about finite random structures, which are formulated along
these lines with the exception that instead of p.t.c. sets the
measure is defined on first-order definable sets (some type
of second-order definitions may be also allowed). These
theorems are the 0 — 1 laws for finite structures. The first
theorem of this type, was formulated and proved by R. Fa-
gin (see [5]). These 0 — 1 laws serve both as a motivation
and a model for formulating our conjecture.

Finite analogues of set theoretical notions/techniques has
already been used in complexity theory. The set theoreti-
cal technique “forcing” was created by Paul Cohen to show
that the continuum hypothesis cannot be proved in ZFC
and later used by many other mathematicians for proving
most of the independence results. The author of the present
paper used a finite analogue of this method to show that the
Pigeonhole Principle has no polynomial size constant depth
propositional proof (the journal version of the paper [2] con-
tains the complete description of the set theoretic connec-
tion). In a similar sense there is a technical connection be-
tween the infinite and finite statements in the present case
as well. Namely the set theoretic technique “ultraproduct”
which is the main tool of the proofs concerning the mea-
sure problem, has a finite analogue. More precisely work-
ing with fragments of Peano Arithemtic in a similar way as
in [2] we may define the finite version of the ultraproduct
and our finite conjecture has similar effect on it as the infi-
nite version. We do not need this for the formulation of our
conjecture or for the proof of any of the stated results. We
mention this here only to point out that the analogy between
the finite and infinite measure problems is not superficial,
but has a substantial technical content.

0-1 laws. Assume that we pick a random graph on a

vertex set consisting of n elements so that for each pair of
vertices {a, b} the probability that the unordered pair {a, b}
is an edge of the graph is %, moreover all of these events
for the various pairs of vertices are independent. For any
first-order formula ¢ in the language of graphs let p(p,n)
be the probability that ¢ holds on the random graph on n
vertices. Ron Fagin has proved (see [5]) in a more gen-
eral form that for any fixed first-order formula ¢ either
lim, o p(p,m) = 0 or lim, o p(p,n) = 1, that is,
the 0 — 1 law holds for the first-order properties of ran-
dom graphs. The theorem gives a surpirsingly complete
picture about the behaviour of first-order formulae on ran-
dom graphs at least in an asymptotic sense. It has been
generalized in many directions. E.g. we may pick the prob-
abilities of the individual edges in a more general way or
instead of first-order formulae we may allow second-order
formulae with some strong restrictions on the second-order
quantifiers. A third possibility is that instead of the binary
relations of the graphs we pick random relations of larger
arities. All of these directions were very thoroughly inves-
tigated and led to many interesting results (see [10], [4]).

From the point of view of constructing graphs (or other
structures) with interesting porperties, all of these 0-1 laws
have a common deficiency, namely the class of properties
for which the 0-1 law holds, e.g. first-order definable prop-
erties in the case of random graphs, is very limited. The
really interesting properties of graphs usually cannot be de-
fined by a first-order formula. The mentioned generaliza-
tions for wider classes of formulae does not change this pic-
ture.

Our finite analogue for the measure problem will be a
statement which says that on a certain class of random struc-
tures (random lattices) a 0—1 law holds for the p.t. definable
properties.

First we note that such a 0-1 law does not hold for ran-
dom graphs with the described randomization. Indeed if n
is the number of vertices then e. g. the property “the number
of edges is less than % (g) always holds with about probabil-
ity %”. We may try to avoid this problem by restricting our
attention to graphs with a fixed number of edges, but then
we may easily find some other parameter (e.g. the number
of triangles in the graph) wich will have a nontrivial distri-
bution. We may describe this phenomenon in a more genral
framework.

Definitions. 1. Suppose that for each n, S, is a set of
structures and p, is a probability measure defined on the
set of all subsets of S,,. Assume that each element of S,,
can be uniquely represented by a 0, 1-sequence of polyno-
mial lengths. (For the sake of simplicity we identify now
the structure with this representation.) Assume further that
there is a p.t. probabilistic algorithm which generates the
distribution u.,, that is, given n as an input it provides struc-
ture S € S, as an output with probability p,,({S}). In this
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case we will say that u,, is a p.t.c. distribution on the set
of the uniquely represented structures S, n = 1,2,....
We will call the sequence of measures p,, trivial if there
is a seqeunces of structures X, with X,, € S, so that
limy, o0 pr (X)) = 1. (In other words p,, is trivial if for
all large enough n it is essentially concentrated on a single
structure X,).

2. We say that the property P, on S,,,n = 1,2, ...isp.t.
definable if there is a p.t. algorithm .4 which for all n, at the
input (n, S) where S € S,, decides whether S has property
P, ornot. Iflim,, , oo ptn (Pn) = Lorlim, o pn(P) =0
then we say that the 0 — 1 law holds for property P,,, n =
1,2...

Lemma 1 Suppose that u,, is a non-trivial polynomial time
computable distribution on the set of the uniquely repre-
sented structures S, for n = 1,2,.... Then there is a
polynomial time definable property P, on Sp, n=1,2,...
so that the 0 — 1 law does not hold for property P,, n =
1,2,...

We will give the proof later. There are two consequences
of this lemma which are important from our point of view.
(1) We cannot consider lattices together with a fixed basis
since this would provide a unique representation. Therefore
we will consider a lattice just as a set of points in the n
dimensional space which can be given with any (not too
long) basis and will require that the fact wether lattice L
has property P, or not can be decided in p.t. starting from
any basis of L.

(2) We cannot consider lattices consisting of points with
integer (or rational) coordinates. It is easy to see that there
is a p.t. algorithm which given any integer lattice as an in-
put, presented with an arbitrary basis B with a polynomial
number of bits, selects a unique basis of L which does not
depend on B. Indeed, let e; be the ¢th unit vector and let
c; be the smallest positive integer so that c;e; € L. In this
case the vectors c;e; are in the lattice and they are also lin-
early independent. Moreover the sequence c;e; is uniquely
determined by the lattice. It is easy to see that a uniquely
determined basis can be constructed from them.

Because of (2) we will give our probability distribution
on the set of all lattices whose elements are arbitrary vec-
tors in R™. This causes a substantial complication in the
way of presenting lattices (we have to deal with the repre-
sentations of real numbers), however (2) shows that there is
no 0 — 1 law for lattices consisting of integer vectors. Natu-
rally when we use a random lattice, presented by a basis, as
an input for our computation will use a rational approxima-
tion of the basis, however such an approximations will not
determine the lattice uniquely.

The formulation of the conjecture. Definitions. 1. If
L C R"is alattice and aq,...,a, is a basis of L then the
length of the basis ay, . . ., a, will be max?_; ||a;]|-

2. We will assume that the input of a Turing machine
can be a real number or a finite sequence of real numbers.
(Alternately the reader who is familiar with the oracle rep-
resentation of real numbers may think that each real number
is represented by an oracle and the cost of getting a rational
approximation of it with precision 27 is 4 time units.) A
real number a, 0 < o < 2 is given as an infinite sequence
of rationals rg, 71, . .., T, . - . so that |[ry, —a| < 27%+1 and
ri, has at most k + 2 binary bits. (This representation is not
unique but has the property that an r;, can be computed if
« is known approximately with an error of at most 2~ F~1,
In contrast the binary bits of a real number in certain cases
cannot be decided knowing only an approximation of the
number.) An arbitrary real number 3 is represented by a
pair (8o, 81), where 8 = By + (1, Bo is an integer given
in binary form and 3; € [0,2) is a real given in the form
described above. (The reason why we pick 3; from an in-
terval of length 2, instead of the interval [0, 1), is that this
way [y can be selected even if only an approximation of 3
is known.) This way, in time polynomial in k, we can get an
approximation of 3 with a precision of 2~ *(|3| + 1). Con-
versely if we are able to compute an approximation of 3 in
polynomial time then we are also able to compute the corre-
sponding initial segment of a representation. If a sequence
of real numbers a1, . . ., a; is given as input then ¢; is given
on the cells j + ti, t = 1,2,.... We assume that at the be-
ginning of the computation the head of the Turing machine
is at the first cell. Therefore, although a real number as an
input is an infinite 0, 1 sequence, during a p.t. computation
only a polynomial number of bits will be accessed.

3. Suppose that P = (P, | n = 1,2,...), is a property
of lattices with determinant 1. (That is, P, C lattice,).
We say that P is p.t.c. if there is a probabilistic Turing
machine 7" so that for all ¢/ > 0 there is a ¢ > 0 so that if
n is sufficiently large and L is a random lattice chosen with
the distribution u,,, then for any basis a4, . . ., a, of L with
length less than 2" if T' gets n, c’, ay, . .., a, as input then
in time n° it provides an output z so that with a probability
of at least 1 — n—° (for the randomization of L and the
random steps of 7') we have ¢z = 1iff L € P,.

Conjecture 1 Suppose that P = (P,, n = 1,2,...) isa
p-t.c. lattice property. Then either lim, oo pun(Pn) = 0
or lim,,_, oo un(Py) = 1. Moreover for all ¢ > 0 if n is
sufficiently large then either p,(P,) < n~ ¢ or pu,(Py) >
1-n"¢

We may replace the condition p.t.c. by “definable by a
polynomial size circuit”, then we get a somewhat stronger
and perhaps more natural statement.

The conjecture seems to be compatible with every known
lattice algorithm. (The conjecture was presented in a talk at
the MSRI Workshop on Number Theory and Cryptography
in the fall of 2000 and since then there was no indication that
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the conjecture may be false.) Another argument in favor of
the conjecture is the following. The same general princi-
ple about lattices, namely that from an algorithmic point of
view (that is, if we perform computations about a lattice
starting from an arbitrarily given large basis) almost every
lattice looks the same, lead the author to theorems about the
equivalence of worst-case and average-case lattice problems
(see [1]).

This conjecture implies P # N P. Indeed if P = NP
then the shortest vector in a lattice can be found in p.t. more-
over there is a p.t.c. rational a(n) > 0 so that in a random
lattice L the probability that the shortest nonzero vector is
shorter then a(n) is about £. If this porperty is P, then the
0 — 1 law clearly does not hold.

There is no reason to think that to prove that P # NP
through the conjecture is easier then any other possible of
proof. However unlike the statement P # N P the Conjec-
ture has special cases which are not lower bounds concern-
ing some computational model but “ordinary” mathemati-
cal statements. (Of course these statements may not have
any computational consequences.) Namely for any prop-
erty P, (once we have proved that P, is p.t.c.) the state-
ment of the conjecture has nothing to do with lower bounds
it is a mathamatical statement in a classical sense. E.g. we
know that there is a p.t.c. algorithm which approximates
the number of lattice points in a large ball (large compared
to a known basis). Based on this and the conjecture we
expect that the number of lattice points of a random lat-
tice in the ball will be always (approximately) the same and
indeed this can be proved. (We can prove a similar theo-
rem for random lattices about k-tuples in a large ball, where
1 < k < n — 1. The proof of the general statement is more
difficult then the k£ = 1 special case.) Another consequence
of the conjecture where we do not have a proof is the follow-
ing. Let us consider a p.t. algorithm computing a relatively
short vector in the lattice e.g. the LLL algorithm (cf. [11]).
If we have a fixed lattice L then we are able to pick a random
basis b from a large cube (large relative to a known basis).
Starting with different random choices for b the length of the
short vector that our algorithm produces has a distribution.
It is a consequence of the conjecture that this distribution is
essentially independent of the lattice in the sense that if we
pick various random lattices L then with a probability close
to 1 they will provide distributions which are indistinguish-
able by p.t.c. We do not have a proof for this statement but
its proof may be very much easier then either the conjecture
in general or the statement P # N P.

Remarks. 1. The Conjecture implies that there is no p.t.
algorithm that selects a uniquely defined nonzero element
from each lattice (or selects) a unique basis.

2. We do not know whether P # N P implies the con-
jecture.

3. Based on the conjecture we can create a large number

of computationally hard lattice problems. If S C R™\{0}
let ps be the probability that a random lattice with distribu-
tion p,, has a point in .S. We show that if the volume of S is
1 then both pg and 1 — pg is bounded from below by a pos-
itive constant. Therefore according to the conjecture there
is no polynomial time algorithm which decides whether a
given lattice has a point in S. (We used a similar argu-
ment to show that the conjecture implies P # N P.) Since
S now can be a set of any shape (there is no assumption
about convexity of connectivity) this creates a huge number
of computationally hard problems. Based on the P # NP
assumption we have similar conclusions only for spheres
(in various metrics) and to expand it to other type of sets
seems very difficult and probably requires proofs for each
new type of sets S. The assumption vol,(S) = 1 can be
substituted by n~ ¢ < vol,(S) < nf.

4. In the set theoretical axiom about the existence of a
o-additive 0, 1-measure the measure is not defined explic-
itly unlike in the finite analogue. This is not really a dif-
ference since in our finite word we consider only p.t.c. sets
so already every set is explicitly defined. The analogue of
o-additivity is additivity for a polynomial number of terms,
which holds if the conjecture it true. It is true however that
in the finite case by naming a measure we are making a
somewhat arbitrary decision.

5. Even in the case of the set theoretical measure
problem (or other large cardinal axioms) we do not have
any guarantee that these statements are really consistent to
ZFC. (Actually we know that this consistency cannot be
proved in ZF'C even if in the proof we can use the addi-
tional axiom that ZF'C is consistent.) In this sense the fi-
nite case is worse only because our intuition is weaker and
perhaps we have less experience in the subject. Experience
seems to be important since in the early history of large car-
dinals sometimes it was assumed that the smallest strongly
inaccessible cardinal is measurable, which simply turned
out to be false. The experience in the finite case is provided
by the history of lattice problems.

Lattices over the reals and integers. Our conjecture is
formulated about lattices over the reals, that is, the lattice
points may have arbitrary real coordinates. In contrast most
of the computational problems concerning lattices are about
lattices where the coordinates are integers or at least ratio-
nals. There is no essential difference between the integer
and rational case, besause for each rational lattice L there
is a single integer m so that mL is an integer lattice. (Nat-
urally if we change the “scaling” this way we change the
determinant as well.)

If we have a real lattice we can always approximate it
with a rational lattice. Actually our definition of a lattice
property implies that we are using only lattice properties
wich can be decided by knowing only a good enough ratio-
nal approximation. As a consequence, although our inputs
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are real numbers given by infinite 0, 1-sequences, we use
only a finite initial segment (of length n°) in our computa-
tion. The reason why we do not cut down the remaining
part in advance is that in the conjecture the value of c is not
fixed but depends on other quantified parameters. (Lemma
1 shows that the conjecture modified for a fixed length is not
true.) In principle we could cut down the sequence repre-
senting the real numbers after the first f(n) bits where f(n)
grows faster then polynomial. This would mean that we
are working with rational lattices but there may not be ba-
sis with polynomial size representation. This solution does
not seem to offer any advantage compared to the real lat-
tices and makes the definition of the distribution y,, more
complicated.

Since we use only polynomial size initial segments of the
0, 1-sequences representing the real numbers every conclu-
sion of our conjecture which says that it is hard to decide
whether the real lattice has property P, is actually a hard-
ness statement about rational approximating lattices. The
following (trivial) observation is helpful in making connec-
tion between the properties of the random lattice and of the
approximating rational lattices. In this statement we are
refering to the representation of a lattice as used in the con-
jecture, that is,it is given by an arbitrary basis of length not
greater than 2" and the basis vectors and their coordinates
are coded by a single 0, 1 sequence.

(1) If 1 > 0 is sufficiently large with respect to ca > 0
and c3 > 0 then the first n°* bits of the representation of a
lattice L with determinant 1 determines the location of the
lattice points in a ball around O with radius 2" with an
(additive) precision of 27"

The following lemma is also useful in this context. We
will sketch the proof of this lemma later when we provide
alternative definitions for the measure p,,.

Lemma 2 If X C R" is a Borel set, end L is a random
lattice with distribution u, then the expected number of
nonzreo lattice points in X is vol,(X).

The lemma implies that if H C R" is a Borel set then
the probability that there is a nonzero lattice point in H is
at most vol, (H). Assume now that our lattice property
is of the type “ there is a nonzero lattice point in the set
G”. Suppose further that G has a “small boundary”, more
precisley if ¢ > 0 is sufficiently large with respect to ¢’ > 0
the volume of the set of points which are closer than 2~

to both G and R™\@G is smaller that 9" (E.g. a convex
set G in a ball of radius 2" always satisfies this condition.)
Then Lemma 2 implies that for a random lattice L and for
a good rational approximation L’ with high probability the
property holds for L and L' at the same time.

A stronger version of the conjecture. We have formu-
lated the conjecture in a weak form in the sense that small

probability means smaller than n~° for any constant ¢ > 0.
However a stronger form where small means smaller than
e~ 198 ™ has more interesting consequences. The modified
version of the conjecture can be stated as follows.

Conjecture 2 Suppose that P = (P,, n = 1,2,.. ) isa
p-t.c. lattice property. Then either lim, oo pn(Pn) = 0
or lim, oo n(P,) = 1. Moreover for all ¢ > 0 if n
is sufficiently large then either p,(P,) < e ¢"1°8" or
,Un(Pn) >1— e—cnlog n

Remark. Note that in this form of the conjecture only the
probabilities has changed compared to the original version
but the running times of the algorithms involved remained
polynomial.

This form of the conjecture still seems to be consistent
with all known facts. It can be proved that this stronger con-
jecture implies that the length of the shortest vector cannot
be approximated in p.t. upto a polynomial factor. Indeed
using the techniques for the proof of u,(lattice,) < oo
(see [8]) it is possible to show that for any fixed r with
0 < r < 7y, the probability that there is a nonzero lat-
tice point in a ball of radius r around the origin is at least
coY, 'r"™ where ¢ > 0 is an absolute constant. Assume
now that there is a polynomial time algorithm A which
approximates the length of the shortest vector in any lat-
tice within a factor of n®* for some ¢; > 0. We can ar-
gue the same way as in the proof of “Conjecture 1 implies
P # NP”. Namely there will be a rational 7 > 0 so that
if Ag is the length of the shortest vector in a random lattice
then the probabilities of both r < n=° Xy and r > n° g
are greater then e~ mogn for some ¢ > 0. Therefore the
property “the approximated value of L provided by A is
greater than r” does not statisfy the requirements of Con-
jecture 2 because it can be true of false both with a non-
negligible probability.

The proof which gives that the probability that there is
a nonzero lattice vector in the ball of radius r around the
origin is at least co7y,, "r", where cp > 0 and 7 < 7y,, also
guarantees that for all » < 2= if there is such a vector then
with high probability it is unique. (Unique in the sense that
every such vector is parallel to it.) As a consequence, Con-
jecture 2 implies that it is hard to approximtate the length
of the shortest vector upto a polynomial factor even if we
restrict our attention to lattices where the shortest vector is
unique upto a polynomial factor. This also implies that it is
not possible to find the shortest vector in polynomial time
even in lattices where it is unique upto a factor of n°. (We
say that the shortest nonzero v vector in the lattice is unique
upto a factor of A if for all lattice vector u, ||u|| < Aljv|| im-
plies that u and v are parallel.) Moreover form this proof we
also get a method of constructing hard instances of the n°-
unique shortest vector problem. We describe how to con-
struct the dual of such a lattice (this is what actually needed
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in the cryptosystem described in [3].) First we take a ran-
dom n — 1 dimensional hyperplane H in R"™ through the
origin. We choose it in a way that the normal vector of
the hyperplane is taken with uniform distribution from the
sphere around the origin with radius 1. Next we take a ran-
dom n — 1 dimensional lattice Ly, with distribution p,,—1 in
the hyperplane H (whose shortest vector will be of length
about y,_1). Multiplying every point in Lo by (n=c=!)=,
we get an n — 1 dimensional lattice L; in H whose de-
terminant is D = n~°"!. Now we take a hyperplane K
parallel to H and from distance D! from it. We pick an
arbitrary point z € K and a random point a,, of the n—1 di-
mensional parallelepiped wich has edges pointing from x to
r+ai,...,r~+ an_1, whereay,...,an_1 isabasisof Ly. L
will be the lattice whose basis is a1, ..., a,. It is easy to see
that det(L) = 1 and the lattice points are located on hyper-
planes parallel to H so that the distance of the consecutive
hyperplanes is D! = n°*t! > 2n°y,_; while the lattice
L has a basis shorter than 2+,,. This implies that the dual
L> of Ly has an n°-unique shortest vector. It is not difficult
to see that Conjecture 2 implies that it is not possible to find
the shortest vector in Ly or the hyperplane structure of L,
in p.t. with a polynomially large probability.

The described construction can be used in the public-key
cryptosystem given by Ajtai and Dwork in [3] where a lat-
tice is needed with the properties of L. In [3] instead of
constructing such a lattice an alternative way is provided to
use only the hyperplane structure associated with the lat-
tice and it is shown that if the worst-case n°-shortest vector
problem is hard then it is also hard to break the cryptosys-
tem. Now we provided an alternative “guarantee”, Conjec-
ture 2, for the cryptosystem. The conjecture also implies
that the version of the cryptosystem where not the hyper-
planes but an actual lattice is used is also safe provided that
we pick the lattice in the described manner. This has the ad-
vantage that the parameters (e.g. size of the key) are better
than in the version based only on the hyperplane structure.
(We intend to reutrn to this question in a separate paper.)
The reason is that for the proof which reduces the secu-
rity of the hyperplane system to the worst-case problem we
need a bigger ratio between the distance of the neighboring
hyperplanes and the shortest vector in the lattice Lg. It is
not clear whether the difference is just an imperfection of
the mentioned proof or for the reduction to the worst case
problem we really need a bigger ratio than for the random
construction.

A probabilistic definition of 1,,. In this section we give
equivalent definitions for the probability meaure y,, which
are more satifactory from a computational point of view
than the original definition. These theorems give a defini-
tion of p,, based on probabilistic concepts and they make it
possible to generate a random lattice in p.t.

The theorem defines the value of u,, on open sets through

a random process. The basic idea is that we start to “shake”
a lattice by applying random linear transformations on it.
After a time the distribution of the lattice, at least ap-
proximately, will not depend on the distribution of the lin-
ear transformations. (We exclude the possibility that there
are not enough linear transformations.) These distributions
converge to [iy,.

Definition. The group of linear transformations of R,
whose determinant is =1 will be denoted by G,,. There is a
natural toplogy on G,, induced by its matrix representation.

Theorem 1 Suppose that n is a positive integer and the fi-
nite set X C G,, meets the following requirements.

(1) the group of linear transformations generated by X
is dense in G,,.

(2)T € X implies T~ € X.

Assume further that a distribution k is given on X
so that the probability of each singleton is positive. Let
Ti,...,Tm,... be an infinite random sequence whose el-
ements are picked independently and with the distribution
Kk from X and let L; = T; - ... - T1L. Assume that for
all L € latticey and for all open G C latticey,
N(L,G,m) denotes the number of integers i = 1,...,m
with L; € G, then

lim L N(L,G,m) = jn(G)
m—o0 M

The following theorem gives a direct method for picking
a random lattice in polynomial time with distribution g,
(with a polynomially small error). (Actually Theorem 1 can
be modified so that it gives a polynomial time method for
generating random lattices, however it involves some tech-
nical complications since for such a modified version we
cannot pick the linear transformations form a finite set but
must chose them e.g. from a ball.)

Definition. Assume that n is a positive integer and
R > 0. We define a random variable y(#:) whose values
are lattices. We pick at random and with uniform distribu-
tion n — 1 vectors aq,...,a,—1 from the ball with radius
R centered around the origin in R™. With probability 1
the vectors ay,...,a,_1 are linearly independent. Let D
be the n — 1 dimensional volume of the n — 1 dimensional
parallelepiped determined by the vectors ay, ..., a,—;. Let
z € R" be a point whose distance from the hyperplane
generated by a;,...,a, 1is D~'. Let P be the n — 1 di-
mensional parallelepiped so that z is a vertex of P and the
neighbouring vetrices are  + a1, ..., « + a,_1. Finally let
a, be a random point of P picked by uniform distribution.
The lattice I whose basis is ag, . .., a, is the value of the
random variable (%), (It is easy to see that the distribu-
tion of L does not depend on the choice of x.)

Theorem 2 For all ¢ > 0 thereisacy, > 0 so thatifnisa
positive integer and R > 0 so that the volume of a ball with

YF]',F.

COMPUTER
SOCIETY

Proceedings of the 43 rd Annual IEEE Symposium on Foundations of Computer Science (FOCS’02)
0272-5428/02 $17.00 © 2002 IEEE



radius R is at least n°' then the distance of the distribution

of X' from the distribution ., is at most n=°.

Sketch of the proofs. Before we give the idea of
the proofs of the individual theorems we describe another
alternative defintion for the probability measure pu, on
lattice,. This motivates some of the steps in the proofs.

Our goal is to define a measure p,, on the Borel sets of
lattice, so that for each linear transformation 7" with
determinant 1 and each Borel set B we have u,(B) =
un(TB). That is, we have a group G,,, the group of lin-
ear transformations with determinants +1 which acts on a
topological space lattice,. The group also has its natural
topology (defned by e.g. a matrix representation) which is
locally compact. The space lattice, is also locally com-
pact. There are general theorems which guarantee the exis-
tence of an invariant measure (the Haar measure) in such
a situation if the action of the group on the topological
space satisfies certain additional conditions (see [6]). Usu-
ally these additional requirements are easier to meet if at
least one of the two topological spaces is not only locally
compact but compact. In this case it is not clear whether
we can get the existence of the measure from a general the-
orem but anyhow essentially the same techniques as in the
proofs of the general theorems leads to a proof of the ex-
istence and uniqueness (upto a constant factor) of the re-
quired measure. This definition in itself does not guarantee
that p,, (lattice,,) is finite. We have to prove it the same
way as in the case of the first definition.

This proof and patricularly the part that the invariant
measure is unique plays a role in the proof of Theorem 2
(the proof od Theorem 1 will be based on Theorem 2). We
start with the proof of Lemma 2, that is, by showing that
for any Borel set S C {R"™\{0}} if we take a random lat-
tice L with distribution p,, then the expected value of the
number of lattice points in S is vol,(S). Let A(S) be this
expected value. We show first that A is a measure on the
Borel subsets of R™\{0} which is invariant under multipli-
cation by elements of G,,. This invariance follows from the
corresponding invariance of the measure u,,. Once we have
established the invariance of the measure A we may apply
the uniqueness theorem about invariant measures. (Again
there seems to be no general theorem which implies this
particular case but the methods used in the general theorem
give the uniqueness of A\.) However vol, is also an invari-
ant measure with respect to G,, (since the determinants of
the elements of G,, has values +1) so we get that the two
measueres A and vol,, are identical upto a constant factor.
We can show that this factor is 1 from the fact that in a ball
of radius R the number of lattice points of a lattice with de-
terminant 1 is asymptotically the volume of the ball, when
R — 0.

The next step is to show that for any Borel set S C R”
if vol,(S) is large enough (larger than polynomial in n)

then with a high probability if we pick a random lattice then
the number of lattice points in S is approximately vol,(.S).
Since we know already that the expected value is the correct
one we can prove this by estimating the standard deviation
of the number of lattice points in S. To do this we estimate
the expected value of the number of pairs of lattice points
in S. More precisely we will take only those pairs which
are contained in some basis of the lattice. For any pair of
sets U,V C R™\{0} we may consider the expected value
of the number of pairs of lattice points (u, v) (so that there
is a basis containing u,v) withu € U, v € V. Let k(U %
V') be this expexted value. It is easy to see that x can be
extended into a measure defined on the Borel sets of R™ x
R" and & is invariant under multiplication by elements of
Gp. Using a similar argument than in the case of A, we get
that x differs from vol,,, only by a constant factor. (In this
case the constant factor is not 1 because of our restriction
on the pair u, v but it will be exponentially close to 1. The
word “constant” here means only that the value does not
depend on the set where the measures are taken, but it will
depend on n.) From this estimate we get that the standard
deviation is so small that the number of lattice points in a
large set is almost always close to the expected value.

We may conclude from this that if we have a fixed set
S C R" in a large ball B then for almost all lattices L if
we take a random lattice point z from B then the probabil-
ity that z € S is about the same as the probability that an
arbitrary random point of B is in S. Based on this we can
show that the first element of the basis randomized in Theo-
rem 2 has approximately the same distribution as if we pick
a random lattice first and then a random lattice point from
the ball with radius R with uniform distribution.

This is the starting step in an inductive proof where we
show that the distribution described in Theorem 2 is approx-
imately the same as the distribution that we get in the fol-
lowing way. First we pick a random lattice L, then we pick
a basis dy, ...,d,, in it recursively so that if ¢ < n then d;
is a random point of L in the ball with radius R around the
origin so that d, ..., d; is contained in a basis of L (and d; is
unifomrly distributed on the set of lattice points with these
properties). d,, is picked with uniform distribution from the
lattice points of a parallelepiped defined in the same way as
in the theorem.

The general step in the induction can be accomplished in
a similar way as the first step, with some additional tech-
nical complications. We will have the following situation.
We have already selected the first k£ element dy, ..., dy, of a
basis of a random lattice for some 1 < k£ < n — 1. We
will consider now the dirstribution p,, with the condition
that “dy, ..., dj, are contained in a basis of L”. Let y’ be this
conditional distribution. We show that if Z is the subspace
generated by dj, ..., dj, then for any Borel set X C R"” the
expected number of lattice points in X'\ Z, where the lat-
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tice is picked by u', is vol,(X). The proof of this fact is
similar to the £ = 1 case. Now we consider only the sub-
group of G,, whose elements leave each d; in place. The
same argument about invariant measueres remains valid.
The transfer from expected values to actual values with high
probability is more difficult if & > 4. (We cannot simply
take pairs of sequences of length k beacuase if k& > 3 the
combined sequence of length 2k cannot be linearly inde-
pendent.) Still with a more careful counting argument it is
possible to prove that the with high probability the actual
value is close to the expected value.

The proof of Theorem 1 is based on Theorem 2. First we
consider what can we tell about the path of a fixed element
w € R, that is the about the sequence w; =T5 - ... - Thw.
We show that the logarithm of ||w;|| performs a random
walk on the line with a positive shift and so ||w;|| — oo.
Estimating more precisely the probabilities in this random
walk we can conlude that as long as the shortest vector of
the lattice is much shorter than +,, (the radius of the ball
with volume 1) the length of the shortest vector will increase
(on the long run), even the rate of increase can be estimated.
Therefore after a time with high probability the length of the
shortest vector will be close to 7,,. Since this is also true for
the dual lattice we get that after a time with high probability
the lattice will have a basis of polynomial length. Of course
the distribution of such a basis is not necessarily close to
the distribution of a basis described in Theorem 2. Still if
we sart from a polynomial size basis and follow its path we
can show that it is getting closer to the required distribution.
Unfortunately it is not true that for a fixed basis the path of
the basis converges to the required distributions. However
if we follow a fixed basis only for a short time, we can show
that we are getting closer somewhat to the required distri-
bution while the length of our basis is increasing. Then we
pick new shorter basis and repeat the process.

Proof of Lemma 1. Assume that each structure in S,, is
represented by a 0, 1 sequence a:(()n), ceey miz) where k,, =
n°. Suppose that for infinitely many integers n we have e.g.
,un(:n(()") = 1) > 1 and assume that such an n is fixed. We
pick a 0, 1-sequence d;, t = 0, ..., k, by recursion on i so
that o = 1 and for all t = 1,...,k, we have u,(xg =
1Az = (5t/\/\§.;mj =0;) 2pn(xo = 1Az =1—
0r N\ /\;; x; = J;), that is, we always pick d; from the
two possibilities so that the initial sequence dp, . .., d; get
the greater probability. The nontriviality of the sequence
[4n, implies that there is a 0 < o < 1 so that for an infinite
number of integers we have p,(xo = (5(()n) Ao Az, =
6,(:)) < a. For such an integer n let ¢, be the smallest
integer so that i, (z0 = 03" A ... A xp, = 515:)) <
The minimality of ¢,, implies that u,(zo = 5(()n) AN
Tp, = 6t(:)) > 5 (since zy, has only two possible values).

Therefore the 0 — 1 law does not hold for the property P,, =

5(()n) Ao AT, = 6£f). As we defined P, it is definable by
a polynomial size circuit but it is not necessaryly p.t.c. since
the sequence dy, ..., 0, may not be p.t.c. However a if we
change the defining inequality of §; into p,(xo = 1 Axy =
5t/\/\§-;i z; =06;) >—n" "t pp(zo = 1Az = 1=6 A
/\iz x; = 0;) then the suequence d;,7 = 1,...k, is p.t.c.
(although it is not necessarily unique.) This completes the
proof of Lemma 1.
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