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Abstract

eb services are becoming widely deployed to implement the automation of business 
processes such as supply chain management, inventory tracking, and healthcare 

management, just to name a few. A Web service is a new breed of web application that supports 
interoperable application-to-application interaction over a network based on a set of XML standards. 
This new architecture and new set of protocols brings a new set of security challenges such as 
confidentiality, integrity, anonymity, authentication, authorization and availability. As security has 
become an essential component for all information systems, several security solutions for Web 
services data have been proposed such as WS-Security, SAML and XACML. To enable privacy 
protection for Web service consumers across multiple domains and services, the World Wide Web 
Consortium (W3C) published a document called “Web Services Architecture (WSA) Requirements” 
that defines some specific privacy requirements for Web services as a future research topic. 

W

 This tutorial will discuss security risks and issues in Web services for supporting business 
processes. This talk will also briefly address the common practices and related tools/procedures for 
addressing those security risks. In addition, this tutorial will discuss privacy issues in WSA and 
related privacy access control issues in this context. 
 Furthermore, this tutorial will also introduce the concept of survivability in the context of Web 
services. Survivability is defined as the capability of a Web service to fulfill its mission in a timely 
manner, even in the presence of attacks, failures, or accidents. 
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Conference and an associate editor/editorial board member/guest editor in several international 
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In addition, he also designed and organized the 2006 International Conference on Privacy, Security 
and Trust (PST 2006) in Canada. 
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workflow language, and workflow engine. He was Affiliate Assistant Professor at University of 
Washington, Seattle. He obtained B.S. in Electrical Engineering from Ohio University, M.S. and 
Ph.D. in Computer and Information Science from Ohio State University, Columbus. 
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