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Abstract

DHT based Peer-to-Peer (P2P) algorithms are very promising
for their efficient routing performance. However, most commer-
cial P2P systems donot adapt DHT algorithms and still use cen-
tral facilities or broadcasting based routing mechanisms. One
reason impeding the DHT algorithm popularity is the routing
information maintenance overhead in DHT algorithms, it gen-
erates considerable network traffic and increases P2P system
complexity, especially in a highly dynamic environment. In this
paper, we discuss its effects on DHT routing performance and
propose our solution to reduce this overhead.

1 Introduction

A lot of research papers discussed the Distributed Hash Table
(DHT) based P2P routing algorithms (Chord [1], Pastry [2],
Tapestry [3] and CAN [4]). Although using DHT based algo-
rithms is a very promising approach, a lot of difficult problems,
such as routing information maintenance, storage management,
fault tolerance and security, impede their popularity on Internet.
Until now, DHT algorithms are not widely used in commercial
systems yet, most P2P file sharing systems are still using non-
structured P2P mechanisms.

A big issue in current DHT based P2P algorithms is the high
overhead of maintaining DHT routing data structures. When
a node joins/leaves the system, the affected data structure on
some existing nodes must be updated accordingly to reflect the
change. For nodes which join/leave the system frequently, the
system will generate a lot of routing information update traffic.
It is not only increase the bandwidth consumption, but also affect
the efficiency of DHT based routing algorithms.

The rest of the paper is organized as follows. In Sec-
tion 2, we briefly analyze the maintenance overhead in DHT
algorithms. We present our solution in Section 3. The related
work is discussed in Section 4. Finally, in Section 5, we con-
clude our proposal and give the future work.

2 DHT Maintenance Overhead

In DHT based P2P systems, a routing procedure can be finished
fast and efficiently. To achieve this purpose, each node must

maintain certain amount of system routing information. As a
node joins/leaves the system, the routing data structure must be
created on this node, the affected routing information on sev-
eral other nodes must be modified accordingly. To make the sys-
tem work properly, each node periodically send “hello” message
to its neighbors to check their availability. Clearly, DHT algo-
rithms achieve better routing performance than non-structured
P2P algorithms at the cost of increasing system routing informa-
tion maintenance overhead.

In a large-scale P2P system, this overhead can be high, es-
pecially in a dynamic environment, system generates consider-
able routing maintenance traffic. When system detects a node
joins, it will send update messages to all affected nodes. How-
ever, for a frequently join/leave node, after the affected nodes
modified their routing information, it may leaves the system and
the system need to send node leave messages to all these nodes
to update their routing information again which causes a rout-
ing information thrashing problem. Since substantial users use
unstable dial-up connections [5], this is a big problem which de-
creases DHT system routing performance.

3 Proposed Solution

Current DHT system design did not pay enough attention on the
diversity of system nodes. Although the principle of P2P system
is the equal treatment of all system members, peers have differ-
ent behavior and have different effect on system performance.
Some peers are powerful and stable which can make more con-
tributions than other peers, some other peers only increase main-
tenance overhead without contribute much.

As we mentioned, in DHT algorithms, when a node joins the
system, the corresponding routing information must be created
on it and affected routing tables on other nodes must be modi-
fied. As a node leaves the system or a node failure occurs, the
affected routing information on some nodes must be updated.
For heavily dynamic nodes, system maintenance work is use-
less. For relative stable nodes, system has no much maintenance
work to do. Our purpose is to use stable nodes to take most
system workload and reduce the DHT algorithm maintenance
overhead.

We evaluate the availability of each node during the time
it joins the system. We prefer to add stable nodes into routing
data structures instead of frequently join/leave nodes. A simple
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scheme is used to measure a node’s availability. An average
live time table ALT is used to maintain the duration a node stay
in the system. An ALT table has 10 entries which records the
durations for the most recent 10 appearances. If the table has
10 records already when it joins the system, the value in the
oldest entry will be evicted from the table. An Average Duration
Time T is used to record the average value. To address sudden
node failure problem, the node updates the present ALT entry
every 1 or 2 minutes. Thus we can have a proximate accurate
value even in case of a node failure. Another method is to let
one of its neighbor nodes to perform this task. Since neighbor
nodes must change “hello” message periodically among them,
this work does not bring extra overhead.

In our proposal, each entry in routing tables also records T
for that node. In case a new node joins the system, before an
affected node modify its routing table, it compares T value of
this newly added node and the node in the affected entry. If the
new node has a higher T, the entry will be updated, otherwise,
nothing is done. For nodes which join the system for the first
time, its T is set to O and it is unlikely to be added in routing
tables.

Another strategy to reduce the maintenance overhead is de-
layed update. In our system, the nodes in current routing tables
are relative stable. Because a large portion of routing failures
are caused by temporal problems such as network congestion,
many of them can be recovered in a short time. In original DHT
design, during a routing procedure, if the current node can not
get the response from the node of the next routing hop, it notices
that node is fail and the affected entry in its routing table should
be replaced by another node. In our solution, we assume most of
these problems are not the real node failure. The system checks
T of the node in this entry, if it is large than a certain threshold
(e.g. 30 minutes), we only mark this entry as possible failure
and do not replace it. If a new request comes next, this entry still
can be chosen. Only there’s a certain number of failure occurs,
we believe this node is fail and begin the replacement procedure.

Another situation that an entry in a routing table is updated
happens when a node ensure one of its neighbor node is fail.
Since neighbor nodes exchange “hello” messages periodically, a
node N can detect a failure of its neighbor within a short time. If
the failed node F has a high T, which means F is relative stable,
node N will broadcast this message immediately and the affected
routing tables are updated. If node F has a low T, N will check it
again several times, only in case a certain time (e.g. 30 minutes)
passed, N will broadcast the node failure message. Since the
original DHT design do a lot of useless maintenance work for
frequently join/leave nodes, our strategy can effectively reduce
this overhead.

4 Related Works

Compare to the non-structured P2P systems [6, 7], DHT algo-
rithms can greatly improve system routing performance at the
cost of routing information maintenance. All the DHT algo-
rithms have a well-designed data structure and routing algo-
rithm to achieve this goal. However, DHT algorithms are still in
the preliminary stage, a lot of issues still need to be addressed.
Current DHT researches are still concentrated on improving the

routing performance, the DHT data structure maintenance over-
head and its effects are not well considered and evaluated. In
this paper, we analyze this problem and propose our solution.
Using supernodes in P2P systems is a hot research topic re-
cently [8, 9, 10, 11]. In these systems, the powerful nodes are
selected as supernodes and take most system tasks. By creat-
ing another supernode overlay network on existing P2P network,
the routing tasks can finished much faster. Our approach can be
viewed as the similar strategy, the supernodes are generally stay
longer time than other nodes. However, these systems do not
address the DHT maintenance problem, the routing information
still need to be updated each time a node join/leave the system.
Our approach can reduce the overhead by preventing frequently
join/leave nodes to pollute system routing information.

5 Conclusions and Future Work

In this paper, we discuss the routing data structure maintenance
problem in DHT based P2P algorithm and propose the solu-
tion. Our work is still in early stage, in the future, we will per-
form quantitative analysis on DHT routing data structure main-
tenance overhead, design an optimal node availability measure-
ment mechanism and routing table maintenance strategy, and we
will also conduct trace-driven simulations to evaluate the effi-
ciency of our solution.
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