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Multimedia data and information management systems manage multimedia data including text, images, audio
and video. More and more multimedia data is now being stored on the web and effective management of this data is
becoming a critical need. We also need to ensure that the data is protected from unauthorized access as well as
malicious corruption.

This presentation will first discuss characteristics of multimedia data and information management systems and
discuss research directions for incorporating security into such systems. It will review various security mechanisms
and access control policies and discuss the applicability of these mechanisms and policies for multimedia data. It
will discuss specific security challenges for text, imagery, audio and video data. Various security architectures for
multimedia information systems will be examined. Trade-offs between real-time processing, security and data
quality will be discussed.

The presentation will also discuss mining multimedia data management systems and examine the privacy
violations that could occur through data mining. Next we will examine the development of digital libraries, which
can be considered to be a special kind of multimedia data and information management systems, and discuss various
developments on secure digital libraries. Access control models such as role-based access control and copyright
protection method for digital libraries as well as secure information retrieval will be discussed. We will also
examine the emerging developments in semantic web with respect to multimedia data and discus some research
directions in secure semantic web. Extensions to languages such as XML and RDF for secure multimedia
information management will be examined.

The presentation will end with a discussion of software engineering issues for secure multimedia data and
information systems. It will also examine the relationship between security engineering and software engineering for
such systems as well as examine risk assessment techniques. Finally it will discuss various threats for multimedia
information systems and discuss ways to overcome such threats.
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