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Abstract

The routing table poisoning attack is one of the most devastating

and least researched topic among Internet attacks, which needs imme-

diate research attention. In this paper, we develop a scalable method

for detecting router attacks and locating the malicious routers (within

a small bounded set of nodes) in link state routing protocols. We carry

out analytical and simulation studies to evaluate the proposed secure

link state protocol (SLIP) for two performance metrics, viz. attack

detection probability and fault detection time, under different network

and attack scenarios. Our studies show that the SLIP offers a very high

attack detection capability with a little degradation in fault detection

time compared to the link state protocol.

1 Introduction
The Internet has been witnessing enormous growth

over the last several years. Due to the enormity of the
Internet, it is vulnerable to a variety of attacks which can
be classified into: (i) DNS “hacking” attacks: (ii) Rout-
ing table “poisoning” attacks: (iii)Packet “mistreating”
attacks: (iv) Denial of Service (DoS) attacks:

We focus our research attention to the routing table
“poisoning” threat. The majority of work on routing
protocols for the Internet has proceeded in two main di-
rections: distance vector protocols (e.g. RIP [2]) and
link state protocols (e.g. OSPF [3]). In case of link state
routing protocols, a router either proactively sends mali-
cious updates or remains inactive when the link state of
the malicious router has changed. The problem falls un-
der the category of path vector related attack problems.
Since the attack is on the Internet infrastructure, there-
fore the solution needs to be scalable.

In this paper, we develop a scalable method (called
SLIP) for detecting router attacks in link state protocols.
The primary capability of SLIP is to detect malicious
LSA sources, which is not possible in [3, 4]. In addition,
the protocol has the capability to locate the malicious
source within a small bounded set of nodes.
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2 Secure Link State Protocol (SLIP)
In this section, before describing the SLIP protocol,

we mention the assumptions and fault model used for
the protocol.

Fault Model and Assumptions
Our research focuses on securing link state protocol,

based on the following assumptions: (i) We assume an
undirected network. (ii) Both the nodes supporting an
edge can identify the change in the link status. (iii) The
malicious nodes are subject to Byzantine [6] as well as
fail-stop type of faults. (iv) Whenever a node identifies
that the link status of one of the links incident on it has
changed, it sends a Link State Advertisement (LSA) to all
the nodes in the network.

Description of SLIP
The protocol consists of two steps:(a) Consistency

Check and (b) Synchronization.

Consistency Check: This procedure is performed to val-
idate the routing updates at each receiving router. The
validation involves standard validation checks such as
authentication and sequence number [3] comparison. In
addition to the standard checks, a delayed routing update
check is carried out which results The delayed checks in-
volve the following steps:

1. Change of state of each link is identified by both the
nodes supporting the link.

2. When a routing update (LSA) arrives, the receiving
node checks whether there is any change in the link state.

3. If a node � reports that the cost of link has changed,
the receiving router checks whether the other node sup-
porting the link has also notified the change. If the other
node has notified and if the change matches, then the re-
ceiving router accepts the change. If they do not match,
then the update if considered to be a malicious update
and the nodes supporting the link are put into the Mali-
cious List (� ). Otherwise, it starts a timer.

4. If the timer expires, then the update is considered to
be malicious and the nodes supporting the link are put
into the Malicious List (� ).

Synchronize: The second step in the secured link state
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protocol lies in the synchronization of the topology
among the neighbors. The synchronization is carried
out using the principle of voting used in N-Modular Re-
dundancy (NMR) systems [5]. Following are the steps
involved in the synchronization process:

1. Each node receives topology information from each
of its neighbors. 2. The entry which is agreed by the
maximum number of nodes (neighbors and the receiving
node) is selected as the final link state information. 3. In
case of tie, the entry present in the receiving node is kept
as it is. 4. The nodes present in Suspicion Matrix are not
considered for synchronization.

The proposed checking algorithm has the following
properties: (i) The checking algorithm runs in ����,
where � is the number of nodes in the network. (ii) The
ratio of number of malicious nodes identified by the al-
gorithm, to the actual number is bounded by:
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where �� is the degree of the ��� malicious node, � is
the list of malicious nodes, and �� is the set of mali-
cious nodes returned by the checking algorithm.

3 Simulation Studies
In our simulation study, we capture the performance

of SLIP against the traditional link state protocol. Simu-
lation studies were carried out using NS-2 [7] using the
following performance metrics:

Fault Detection Time (Æ): Æ is defined as the average
time taken by any node to detect a fault.

LSA Confidence (�): � is defined as the probability that
any node � works correctly in presence of malicious at-
tackers. If � malicious nodes are uniformly distributed
in a � node network, then ����� � ���

�������
����������� �

and ��� � ��� �

����� �.

Attack Detection Probability (�): � is defined as the
probability that a malicious update is detected. It can be
shown that if there are � malicious nodes in a network

having � nodes with degree �, ����� �
����

�
�

����
�
�

.

Out-of-Sync Parameter (�): � measures the probability
that an entry in the routing table of a node is not syn-
chronized with the rest of the network. This parameter
is generally expressed per thousand entries.

Overview of the Results
The simulation results are summarized as follows.

For details of the simulation, please refer to [8].

1. The fault detection time induced in SLIP is around
���� higher than that of traditional link state protocols,
when the network is moderately dense.

2. Confidence exuded by SLIP is consistently higher

than that of normal link state protocol. The simulated
results follow the analytical results closely.

3. In case of SLIP, � decreases with increasing number
of malicious nodes in the network. In presence of � at-
tackers, � is around �	�. The simulated results closely
match the analytical results for �.

4. When the network is sparse (node degree � 
	�),
����� value is lower than that of link state. When the
node degree is greater than 
	�, ����� becomes at most
�� higher than that of link state.

4 Conclusions
In this paper, we proposed an elegant solution to the

routing table poisoning threat in link state protocol, un-
der certain fault model. Our scalable secure link state
protocol (SLIP), is based on the principle of suspicion
such that a node does not believe a link state update until
and unless it receives confirmation from the other node
supporting the link. SLIP also includes a synchroniza-
tion procedure to provide synchronization for the up-
dates. We carried out analytical and simulation studies
to evaluate the proposed SLIP for two performance met-
rics, viz. attack detection probability and fault detection
time, under different network and attack scenarios. Our
studies showed that the SLIP offers a very high attack
detection capability with a little degradation in fault de-
tection time compared to the link state protocol. As part
of our future work, we identify the following areas: (i)
To extend the SLIP protocol to asymmetric networks.
(ii) To develop efficient attack recovery techniques.
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