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Abstract

Several fast and low-overhead distributed mutual ex-
clusion algorithms have been proposed. Each of these
algorithms required O(logn) messages per critical sec-
tion entry and O(logn) bils of storage per processor.
In this paper, we make a comparative performance
study of four distributed mutual exclusion algorithms.
Since the algorithms we study are the basis for dis-
tributed synchronization, distributed virtual memory,
coherent caches, and distributed object sysiems, our
results have implications about the best methods for
their implementation. We find that the distributed
synchronization algorithm of Chang, Singhal, and Liu
has the overall best performance, though other algo-
rithms are more efficient in spectal cases. In a system
of 350 processors, the CSL algorithmn requires only siz
messages per critical section entry, including the in:-
tial request and the token response messages.

1 Introduction

Distributed mutual exclusion i1s an important ac-
tivity that is required to coordinate access to shared
resources in a distributed system. A set of n pro-
cessors synchronize their access to a shared resource
by requesting an exclusive privilege to access the re-
source. The privilege is often represented as a token.
Access to the token can represent the ownership of a
page of distributed shared memory, exclusive permis-
sion to update shared data, permission to access an
external resource, and so on.

In this paper, we discuss four fast and low overhead
distributed synchronization algorithms. Three of the
algorithms has previously been presented in the liter-
ature, and the fourth is novel with this paper. Each
of the algorithms require O(logn) bits of storage per
processor (the O(logn) bits are required to store the
names of O(1) processors), and O(logn) messages per
critical section entry. The low space and message pass-
ing overhead make them scalable and practical for im-
plementation.

We present a simulation study of the four algo-
rithms. We examine the number of messages per criti-
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cal section entry and the time to pass the token under
a variety of loadings and numbers of processors. We
conclude that the algorithm by Chang et al. is the
best overall, but that other algorithms are better is
special cases. For example, Raymond’s algorithm is

the best under a heavy load and the algorithm new to

this work is best when the load on the critical section
is close to 100%. We find that the distributed mu-
tual exclusion algorithms are very efficient. With 350
processors, distributed synchronization requires as lit-
tle as four messages per critical section entry under a
100% load, and six messages per critical section entry
under a lighter load.

1.1 Background Work

Considerable attention has been paid to the prob-
lem of distributed synchronization. Lamport {4] pro-
poses a timestamp-based distributed synchronization
algorithm. Many authors have proposed improve-
ments to Lamport’s algorithm [9, 10]. However, all of
these algorithms require O(n) messages per request.

Maekawa [6] presents a quorum consensus algo-
rithm that requires O(y/n) messages per request and
O(\/nlogn) space per processor. Kumar [3] presents
the hierarchical quorum consensus protocol, which re-
quires O(n'%%) votes for consensus, but is more fault
tolerant than Maekawa’s algorithm.

Li and Hudak [5] present a distributed synchroniza-
tion algorithm to enforce coherence in a distributed
shared virtual memory (DSVM) system. Processors
point to a best guess about the current owner of a
page, forming a tree rooted at the current page owner.
The tree is kept short by using path compression,
which guarantees an amortized O(logn) bound on the
number of messages per request. Chang, Singhal, and
Liu (1] present mutual exclusion algorithms that are
absed on the path compression technique.

Raymond [8] has proposed a simple synchronization
algorithm that can be configured to require O(logn)
storage per processor and O(logn) messages per crit-
ical section request. The algorithm organizes the
participating processors in a fixed tree. Neilsen and
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Mizuno [7] present an improved version of Raymond’s
algorithm.

2 The Algorithms

All four algorithms that we study in this paper
require O(logn) messages per critical section entry,
and O(logn) bits per processor. In addition, the al-
gorithms are symmetric: there is no centralized pro-
cessor that performs a special function. These tight
restrictions require that the the processors use a hier-
archical structure (i.e., a tree) to guide the protocol.

There are two approaches to maintaining a tree that
points to the token holder: the fixed-tree approach and
the path-compression approach. In the fixed tree ap-
proach, a tree structure is imposed on the processes,
and processes are generally restricted to communicat-
ing with their neighbors in the tree. In the path-
compression approach, each processor stores a best
guess about which processor holds the token. Follow-
ing a sequence of guesses leads to the token holder.
When a processor processes a request for the token,
it changes its guess about the token holder to be the
requester. As a result. if any request for the token
follows a long chain of guesses, the tree is compressed.

Three of the four algorithms in this paper have pre-
viously been published in the literature (Raymond’s
algorithm, Chang, Singhal, and Liu’s algorithm, and
Neilsen and Mizuno’s algorithm), and a fourth which
is original with this paper (which we call List Lock).
The algorithms use a variety of techniques for main-
taining information about which process holds the to-
ken and about which processes are waiting to use the
token. We give only brief descriptions of the algo-
rithms here. We provide citations that give further
details about the algorithm implementations.

2.1 Raymond’s Algorithm

Raymond [8] proposes an algorithm for maintaining
a distributed lock which makes use of a tree structure
that is imposed on the processes. Each processor keeps
a pointer, dir, to the neighbor which is the root of the
subtree where the token is located (see Figure 1). In
addition, each processor keeps a FIFO queue of pend-
ing requests. The possible entries of the queue are the
processor itself and the processor’s neighbors. When
a processor that does not hold the token receives a
request for the token (perhaps generated locally). it
puts the request into the queue. 1f the queue was pre-
viously empty, it forwards the request in the direction
of the token holder. When the processor receives the
token, it removes the entry at the head of the queue. If
the processor itself was at the head of the queue, the
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processor enters the critical section. Otherwise, the
processor forwards the token to the neighbor which
was at the head of the queue, and then sends a request
to the neighbor. When the token holder receives a re-
quest, it either stores the request in the queue (if it
is in the critical section) or it replies with the token.
The execution of Raymond’s protocol is illustrated in
Figure 2. A request is indicated the by name of the
requester in parentheses, and the FIFO queue is indi-
cated by a box attached to the processor.

Token holder

oy

Figure 1: Process structure in Raymond’s algorithm.

®)

2) B receives the request and forwards
itto A

1) D requests the token

4) B receives and stores the reiuest,
but does not forward it.

(ay{=

Figure 2: Sample execution of Raymond’s algorithm.

One property of Raymond’s algorithm is that the
number of messages required for synchronization de-
creases as the request activity increases. If your re-
quest reaches a node that has already processed a re-
quest, no further messages are sent. The chance of this
happening increases as the number of waiting proces-
SOT'S Increases.

2.2 Neilsen and and Mizuno’s Algorithm
One potential source of inefficiency in Raymond’s

algorithm is that the token must travel through the
tree in order to reach the process which next accepts
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the token. Neilsen and Misuno [7] observed that it is
possible to pass the token directly to the requester,
since the identity of the original requester can be at-
tached to the request. Neisen and Mizuno used this
observation to develop an algorithm which we will call
the NM algorithm.

The NM algorithm adds a dynamic waiting chain
to the static tree to permit the token to be passed
directly to the next processor in line. If a process holds
or is requesting the token, it maintains a pointer, next,
which points to the next processor in line for the token
(or is NIL if there is no next processor). To support
the waiting chain, the fixed tree no longer points to the
token holder, but rather to the end of the chain (which
is the token holder if there are no waiting processes).
The structure of the NM algorithmn is illustrated in
Figure 3. The dir pointers are solid arrows and the
next pointers are dashed arrows. The nodes marked
with an ‘r’ represent nodes that are waiting for the
token.

When a processor that is not requesting the token
receives a request, it forwards the request to dir, then
sets dir to the neighbor that sent it the request. When
a processor that is requesting the token receives a re-
quest, it checks the value of next. If next is NIL, it sets
next to the requester (i.e., makes the requester next-
in-line for the token). If next is not NIL, the request is
forwarded to dir (i.e., sent to the end of the list). In
either case, the requester is the processor’s best guess
about where is the end of the list, so dir is set to the
neighbor who sent the request.

The execution of the NM algorithm is illustrated in
Figure 4. The solid arrows represent the dir pointers
and the dashed arrows represent the next pointers.

“l'oken holder
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Figure 3: Process structure in the NM algorithm.

If the demand for the critical section is low, then the
Neilsen-Mizuno algorithm should require about half
the messages that Raymond’s algorithm requires. In
addition, there is less wasted time in passing the token
because the token is sent directly to the next waiting
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1) C issues a request 2) A forwards the request  3) B adds C to the end of
the waiting list
@v
Y !
(O ©
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Figure 4: Sample execution of the NM algorithm.

process. However, when the demand for the token is
high Raymond’s algorithm can usually stop forward-
ing a request early while in the NM algorithm the re-
quest must search for the tail of the waiting chain. As
a result, it is not clear which protocol is more efficient.

2.3 Chang, Singhal, and Liu’s Algorithm

The algorithm of Chang Singhal and Liu [1] (which
we call the CSL algorithm) makes aggressive use of
path compression to achieve good performance. Each
processor maintains a guess (in the variable dir) about
which processor holds the token. If a processor that
neither holds nor is requesting the token receives a re-
quest, it forwards the token to the processor indicated
by dir, then sets dir to the name of the requesting pro-
Cessor.

When a processor requests the token, it sends a re-
quest message to the processor indicated by dir. It
then sets an additional pointer, next to NIL. If a pro-
cessor that holds or is waiting for the token receives a
request, and its next pointer is NIL, it sets next to the
identity of the processor that sent the request. Other-
wise, it forwards the request to the processor indicated
by dir, and sets dir to the requesting processor.

Among the processors that hold the token or are
waiting, the next variable forms a queue of the blocked
processors. If a processor is waiting and its next
pointer is NIL, the processor is (effectively) at the end
of the waiting queue. If next is not NIL, the end of the
waiting queue is at the processor pointer to by dir, or
beyond. Since the requesting processor will become
the one at the end of the list, it 1s appropriate to set
dir to the identity of the requesting processor. When
the token holder releases the token, it sends the token
to next if next is not NIL. QOtherwise, the token holder
keeps the token without using it.

The structure of the CSL algorithm is shown in Fig-
ure 5. The solid arrows represent the dir pointers, and
the dashed arrows represent the next pointers. The
processors that are not requesting the token lie on a
path that leads either to the token holder or to a pro-
cessor that is in the waiting list. The next pointers
form a list of blocked processes whose head is the to-
ken holder. In addition, the dir pointers in the list of

Proceedings of the 9th International Parallel Processing Symposium (IPPS '95)
1063-7133/95 $10.00 © 1995 IEEE



blocked processors point to another blocked processor
that is closer to the end of the list.

A sample execution is shown in Figure 6. The solid
lines represent the dir pointers, the dashed lines rep-
resent the next pointers, and the dotted lines repre-
sent the direction that message travels when the cor-
responding pointer has already been erased.

token holder

Figure 5: Processor structure in the CSL algorithm.

1} Processor D sends its request to A 2) A forwards the request to B
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4) C’s next pointer is nil, so it
adds D to the end of the waiting

1) B forwards the request to C i
1st
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Figure 6: Example execution of the CSL algorithm.

2.4 List Lock Algorithm

In this section, we describe an algorithm, which
we call the List Lock, that was inspired by our pre-
vious work on a distributed priority lock that used
path compression to achieve good performance [2]. To
transform a priority lock into a non-prioritized lock,
we prioritize a request based on the tiine of the request
(to ensure causality. we can use a Lamport times-
tamp).

As in the CSL algorithm, the processors that are
waiting to enter the critical section form a chain. and
pracessors that are not waiting point towards the wait-
ing chain. The difference between the list lock and the
CSL algorithm is that a processor that makes a request

(usually) cuts in line at the position where its request
first reaches the waiting chain, instead to moving to
the end of the line. To ensure fairness, the requests
are tagged with the processor’s request time and the
time of the processor’s last critical section entry. If a
request arrives at a waiting processor, and the time of
the requestor’s last critical section entry is later than
the request time of the next waiting processor, the
request is forwarded down the chain. Otherwise, the
requesting processor is added to the waiting chain. An
example execution is shown in Figure 7.

2) A’s last entry is later than C’s request,

13 B receives A’s request. so B forwards the request to C.

request Lime=32

O—0©0©—0®

(A) request time=39 request time =39

@ last entry=35 @ last entry=35

3) A’s last cnucv is earlier than D's  4) A is informed of its successor in
request, so C admits A to the the waiting st

waiting list

request time=32

O—O—O)

request time=32  request time=39 request time=32 request time=39
®- ®

©"
(->D) / -

{ A/ request time=45

request time=45

Figure 7: Example execution of the List Lock algo-
rithm.

There are several implementational details that
must be considered. For example, the dir variable does
not have a meaningful value during the time interval
between which a processor requests the critical section
and when it is informed of its position in the waiting
list. These details all can be handled, and we refer the
interested reader to our previous technical report for
the solution methods.

3 Performance

Since a theoretical analysis of the four distributed
priority lock algorithms does not clearly show that one
algorithm is better than another, we make a simula-
tion study. The simulator modeled a set of processors
that communicate through message passing. All de-
lays are exponentially distributed. The parameters
to the simulator are the number of processors, the
message transit delay (mean value is 1 tick), the mes-
sage processing delay (1 tick), the time between releas-
ing the token and requesting it again (the inter-access
time, varied), and the time that a token is held once
acquired (the release delay, 10 ticks). The fixed-tree
algorithm uses a nearly-complete binary tree (requir-
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ing about the same number of bils per processor as
the CSL algorithm).

We wanted to investigate the influence of the re-
quest load on the performance of the algorithms. Since
the different algorithms have different degrees of over-
head, it is not meaningful to measure the lock uti-
lization directly. Instead, we define the load, I, on the
critical section to be ! == nC// R, where n is the number
of processors, C s the average critical section execu-
tion time, and R is the average time between releasing
the critical section and requesting it again. If the al-
gorithm overhead is negligible, then a load [ < 1 will
result in a (100%0)% lock utilization Since the requests
are generated by a finite populaticn, it is meaningful
to have a load larger than 1. For example, a load of
200% means that on average half of the processors are
waiting for the critical section.

We ran the simulator for varying numbers of pro-
cessors and varying loads. For each run, we executed
the simulation for 100,000 critical section entries. We
collected a variety of statistics, but principally the
amount of time to finish the simulation (which cap-
tures the time overhead of running the protocol). and
the number of messages sent.

In our first set of experiments, we plotted the num-
ber of messages sent per critical section entry for a
50%, a 75%, and a 100% load. The results are shown
in Figures 8 through 10.

When the load is light (i.e., 50%), the CSL algo-
rithm requires the fewest messages while Raymond’s
algorithm requires the most messages. When the load
is heavy (i.e., 100%1, it is Raymaond’s algorithm that
requires the fewest messages. The wide swing in the
number of messages per critical section entry that
Raymond’s algorithm requires 1s due to its ability
to let a previous request subsume a current request.
As the request load increases, it hecomes more likely
that a request will reach a node that has already pro-
cessed a request, and so stop early. In Figure 9 (75%
load), the number of messages required Raymond’s
algorithm drops sharply between 160 and 200 proces-
sors. This phenomenon occurs because the system is
driven into a heavy load. We will return to this subject
shortly.

The List Lock algorithin typically requires less than
one more message than the CSL algorithm requires.
Their dynamic performance is very similar in spite the
different rules they use admit processes to the waiting
list. The difference is primarily due to the fact that in
the List Lock algorithrm, a processor must be informed
of its position in the waiting list requiring the one
additional message. If the waiting list is very long
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(the load is high and the number of processes is large),
the List Lock algorithm is slightly more efficient in
admitting processes to the waiting list.

If the load is light the NM algorithm requires fewer
messages than Raymond’s algorithm, but more mes-
sages than the CSL algorithm or than the List Lock
algorithm. Unlike Raymond’s algorithm, the NM al-
gorithm does not take advantage of previously estab-
lished paths. As a result, its performance does not
improve as the load increases and becomes the worst
of the four algorithms.

Figures 8 through 10 show that the performance of
the algorithms strongly depends of the request load.
In Figures 11 through 13, we plot the number of mes-
sages required per critical section entry against the
load, for 20, 120, and 350 processors.

These figures more clearly show the influence of the
load on the performance of the algorithms. Raymond’s
algorithm improves significantly in a heavy load. In
addition, the dramatic performance improvement oc-
curs at a lower loading as the number of processors
increases. Both the CSL and the List Lock algorithm
require fewer messages as the load increases. Since
a high load means that there are fewer non-waiting
processes the length of the path to the waiting list
decreases, accounting for most of the gain. Once a re-
quest reaches the waiting list, the List Lock algorithm
admits the request to the list faster than the CSL al-
gorithm does, and the List Lock algorithm overcomes
its handicap of one additional overhead message. The
NM algorithm is not affected by changes in the load.

We have observed that Raymond’s algorithm ap-
pears to go into a heavy load condition when the load
is 76% and the number of processors increases. This
phenomenon occurs because the load on Raymond’s
algorithm does increase as the number of processors
increases. Unlike the other three algorithms, Ray-
mond’s algorithm does not pass the token directly to
the next token holder, instead the token must travel
through a pre-specified return path. Therefore, as the
number of processors increases, the length of the re-
turn path increases, and the effective critical section
execution time (i.e., the minimum time between crit-
ical section entries) increases. Since Raymond’s al-
gorithm increases the effective critical section execu-
tion time, we measured this increase. Surprisingly,
as the number of processors increases, the time be-
tween critical sections does not increase in Raymond’s
algorithm. The reason is that Raymond’s algorithm
prefers to give the token to a process that is close to
the requester instead of to a processor that is distant
from the requester. As a result, the distance that the
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token travels stays about the same as the number of
Processors increases.

We finish by noting that some of the algorithms are
“more fair” than others. While all of the algorithms
guarantee that all waiting processes are served even-
tually, some of ihe algorithms prefer to pass the token
to “close” processors. In Figure 14, we plot the maxi-
mum time between requesting the token and receiving
the token as we vary the number of processors in a
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fair, because they require processors to always join the
end of the waiting list. Raymond’s algorithm is some-
what less fair, since it tends to serve requests in one
subtree before moving on to a different subtree. The
List Lock algorithm is the least fair, because it lets
processes cutl into line. However, the differences in
the maximum waiting time are related by a constant
factor.

4 Conclusions

1) We have presented a performance study of four
fast and low overhead distributed synchronization al-
gorithms. Our findings include:

2) Recently proposed distributed synchronization
algorithms are as fast and efficient as advertised. In
a system of 350 processors, only four to six messages
are required per critical section entry.

3) The CSL algorithm is the best overall, as it is a
simple algorithm, it 1s fair, it imposes a small overhead
on the effective critical section execution time, and
requires the fewest number of messages when the load
is light (the expected case).

4) Raymond’s algorithm is the best asymptotically
in the following sense: Given a load on the critical sec-
tion, increase the number of processors and count the
nuinber of messages per critical section entry. Eventu-
ally Raymond’s algorithm will be driven into a heavy
load and will require the fewest messages among all of
the algorithms. In addition, it will impose a bounded
overhead on the effective time to execute the critical
section.

6) Path compression algorithms generally perform
better than fixed-structure algorithms.

7) The technique of allowing processes to cut in line
is more effective than requiring processes to always
find the end of the line. In the setting considered here,
the advantage was more than offset by the additional
overhead and complexity of the algorithm,,
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Figure 8: Number of messages per critical section en-
try, 50% load.
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Figure 10: Number of messages per critical section
entry, 50% load
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Figure 11: Numnber of messages per critical section
entry, 20 processors.
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Figure 12: Number of messages per critical section
entry, 120 processors.
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Figure 13: Number of messages per critical section
entry. 350 processors.
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Figure 14: Maximum waiting time, 100% load.
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