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Abstract
Three different VHDL-based fault injection techniques

have been compared to validate a fault tolerant micro-
computer system. We have studied the error pathology,
their detection and recovery coverages and their latencies.

1 Introduction
In the simulated fault injection technique, the system

under test is simulated in another computer system. Faults
are induced altering the logical values of the model ele-
ments during the simulation. The work presented here is
framed in the simulation of models based on the VHDL
hardware description language [1].

2 VHDL-based fault injection techniques
We have implemented three main classic techniques

[1]: simulator commands, saboteurs and mutants. Some
improvements have been added. In saboteurs technique,
the classification of [1] has been extended by introducing
bidirectional serial simple/complex saboteurs and adapting
their designs to buses. In mutants technique, we have
implemented transient mutants by dynamic modification of
the behavioral architectures using guarded assignments in
blocks.

3 Fault models
We have aimed to use a wide set of fault models that

would represent real physical faults that occur in ICs. The
models for simulator commands and saboteurs techniques
have been deduced from the physical causes and mecha-
nisms implied in the occurrence of faults [2]. Some exam-
ples are: stuck-at (0,1), bit-flip, indetermination, open-line,
stuck-open, bridging and delay. Fault models for mutants
have been generated by syntactical changes on VHDL
code [3].

4 Fault injection experiments. Results.
We have validated an academic microcomputer system

model, duplex with cold stand-by sparing, parity detection
and watchdog timer [2]. Permanent and transient faults
have been injected, with random injection place and in-
stant. All the experiments have been made with the help of
the injection tool developed by the GSTF [4].

Some significant results (Figs.1-2) show that coverages
in transient faults can be obtained quite accurately using

any of the techniques. In permanent faults, mutants tech-
nique shows some discrepancy respect to the other tech-
niques in the values of detection and recovery coverages.
Our conclusion is that it would be necessary to improve
the fault models for permanent mutants. In any case, the
combined use of the three techniques seems to provide a
powerful method to validate models with different ab-
straction levels.
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Figure 1: Detection coverage related to the injection tech-
nique and fault duration.

Recovery Coverage
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Figure 2: Recovery coverage related to the injection tech-
nique and fault duration.
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