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1 Introduction

State-of-art cluster-based data centers consisting of three
tiers (web server, application server and database server) are
being used to host complex Web services such as e-commerce
applications. The application server handles dynamic and sen-
sitive Web contents that need protection from eavesdropping,
tampering and forgery. Although the Secure Socket Layer
(SSL) is the most popular protocol to provide a secure chan-
nel between a client and an application server, its high overhead
degrades the server performance considerably and thus, affects
the server scalability. Therefore, improving the performance of
SSL-enabled application servers is critical for designing scal-
able and high performance data centers.

In this paper, we examine the impact of SSL offering
in cluster-based application servers and propose a backend
forwarding scheme, called SSL with bf, that employs a low-
overhead user-level communication mechanism like VIA to
achieve good load balance among server nodes. We com-
pare three application server models: Round Robin (RR),
SSL with session and SSL with bf through simulation. The ex-
perimental results with 16-node cluster configurations show that
while session reuse of SSL with session is critical to improve
the performance of application servers, the proposed backend
forwarding scheme can further enhance the performance due to
better load balancing. The SSL with bf scheme can minimize
average latency by about 30% and improve throughput across a
variety of workloads.

2 Application Server Models

In this paper, we study three different distributor mod-
els (Round Robin, SSL with session and SSL with bf (back-
end forwarding)) to analyze the performance of application
servers.

• Round Robin: In this model, a distributor does not con-
sider the SSL session of clients, and the requests are dis-
tributed by using the RR policy. Thus, requests from the
same client are distributed to several nodes, and SSL setup
is required for each connection.

• SSL with session: The distributor of SSL with session
maintains the client information to forward subsequent re-
quests from the same client to the same application server.
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The advantage of the SSL with session is that it avoids the
unnecessary authentication and negotiation phase when a
client tries to reconnect to the server. The disadvantage of
this model is that it may cause load imbalance among the
servers.

• SSL with bf (backend forwarding): The SSL with bf is
aimed at mitigating the limitation of SSL with session by
using a backend forwarding mechanism to achieve load
balance. The load is calculated by the number of open
connections and the CPU utilization of a server. Whenever
a highly loaded server receives a request from a client, it
forwards the request along with a negotiated session key
to a lightly loaded server. The server, which receives the
request from another node, generates and encrypts the dy-
namic contents using the forwarded session key. Finally,
it returns the reply to the initial node, which sends the re-
sponse back to the client.

Figure 1 depicts the SSL with bf model. Application servers
in the cluster are interconnected through a SAN. Steps 2 and 3
in the Figure show the backend forwarding scheme between the
cluster nodes.
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Figure 1. An Application Server Layer Model with
the Backend Forwarding Scheme

3 System model

We have developed a comprehensive simulation testbed to
evaluate the application server design alternatives. The simula-
tor written in CSIM, consists of two major components; a com-
munication module, an integrated a Web server and application
server module. The VIA communication module [3] communi-
cates with the NIC device driver for intra-cluster communica-
tion.
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Table 1. Distribution Models Used in Simulation
Parameter Description Value

Distribution of objects (body) Lognormal distribution P (x) = 1

xσ
√

2π
× e

−(ln x−µ)2

2σ2 µ = 1.16, σ = 0.9, x ≤ 10

Distribution of objects (tail) Pareto distribution P (x) = αkα/((1 − (k
p
)α) × xα+1)x > k, k = 10, p = 2000, α = 1.1

Incoming request interval Pareto distribution P (x) = αkα/xα+1, α = 1.1

Table 1 shows the distribution models used for generating
the Web files and incoming request intervals. Since many stud-
ies have supported that the characteristics of Web server fol-
low the long tail distribution[4], we use the Pareto distribution
to model the Web file size and the incoming request intervals.
However, because the Pareto distribution itself does not fit well
to model small size of files, the Lognormal distribution model
is also used [1]. The inter-arrival time of the requests is also
modeled by Pareto distribution [2], where k in the inter-arrival
time distribution represents the minimum arrival interval of the
clients. In our simulation, k is varied to reflect the load of the
Web cluster.

4 Performance Analysis

The latency and throughput results of the three models (
RR, SSL with session and SSL with bf) in a 16-node data cen-
ter are plotted in Figures 2 and 3. The results are measured
as k value decreases from 45 to 25, where k is the parame-
ter of the Pareto distribution for the incoming request interval,
P (x) = αkα/xα+1. When k decreases, the request interval be-
comes short, and consequently the load on the servers increases.
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Figure 2. Average Latency of a 16-node Applica-
tion Server
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Figure 3. Average Throughput of a 16-node Ap-
plication Server

Figure 2 (a) shows the average request latency with the RR,
SSL with session and SSL with bf models. Since the latency of
the RR distributor is too high compared to the two other mod-
els, we separate the SSL with session and SSL with bf results in
Figure 2 (b). From Figure 2, we can observe that RR shows the
worst performance since subsequent requests from a client are
not likely to be forwarded to the same server, which caches the
previous session information of the client. It means that CPU
cycles are wasted to re-authenticate and negotiate keys between
a client and a server.

In Figure 2 (b), the proposed SSL with bf scheme shows
lower latency than the SSL with session by about 30%. The la-
tency results of the SSL with session and SSL with bf are trun-
cated at k = 25 due to servers’ saturation. Figure 3 plots the
throughput results of the three models. The SSL with bf model
also yields better throughput compared to SSL with session as
the load increases.

5 Conclusions

In this paper, we have investigated the performance implica-
tions of SSL protocol for providing secure service in a cluster-
based application server, and have proposed a backend forward-
ing scheme for improving server performance through better
load balance. The proposed SSL with bf scheme exploits the
underlying user-level communication for minimizing the intra-
cluster communication overhead.

All results in this paper indicate that the proposed backend
forwarding scheme is a viable mechanism for improving the
performance of application servers in cluster-based data cen-
ters.
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