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An intrusion is defined as any set of actions that com-
promise the integrity, confidentiality or availability of a re-
source. Intrusion detection is an important task for informa-
tion infrastructure security. One major challenge in intru-
sion detection is that we have to identify the camouflaged
intrusions from a huge amount of normal communication
activities. Data mining is to identify valid, novel, poten-
tially useful, and ultimately understandable patterns in mas-
sive data. It is demanding to apply data mining techniques
to detect various intrusions.

In the last several years, some exciting and important ad-
vances have been made in intrusion detection using data
mining techniques. Research results have been published
and some prototype systems have been established. Inspired
by the huge demands from applications, the interactions
and collaborations between the communities of security and
data mining have been boosted substantially.

This seminar will present an interdisciplinary survey of
data mining techniques for intrusion detection so that the
researchers from computer security and data mining com-
munities can share the experiences and learn from each
other. Some data mining based intrusion detection sys-
tems will also be reviewed briefly. Moreover, research chal-
lenges and problems will be discussed so that future collab-
orations may be stimulated. For data mining/database re-
searchers and practitioners, the seminar will provide back-
ground knowledge and opportunities for applying data min-
ing techniques to intrusion detection and computer security.
For computer security researchers and practitioners, it pro-
vides knowledge on how data mining can benefit and en-
hance computer security. We will try to understand and ap-
preciate the following technical issues.

e What is intrusion detection? Why is it challenging and
why data mining techniques can really help?

e What are the major data mining techniques available
for intrusion detection?
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e Successful applications of data mining techniques in
intrusion detection and the experiences.
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