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Abstract

Electronic auctions have become an integral part of Elec-

tronic Commerce nowadays.  Besides the popular sin-

gle-sided auction protocols, i.e. English auction, Vickrey 

auction etc., Continuous Double Auction (CDA) is an 

important auction protocol that permits multiple buyers 

and sellers to trade goods.  Internet CDAs have been 
widely used in financial and commodities markets.  Al-

though Internet provides an excellent infrastructure for 

CDAs, anonymity and security are important issues in the 

electronic CDA marketplaces.  While most studies have 

been focusing on the strategies in agent-oriented CDAs 
[2][3][4][5], relatively little research has been done on 

the privacy and security issues.  In this paper, we first 

discuss the privacy and security issues in electronic CDAs, 

and propose that the security requirements in electronic 

CDAs include anonymity, traceability, impossibility of 

impersonation, unforgeablility, and verifiability.  We 
then describe an anonymous and secure CDA protocol for 

electronic marketplaces.  In the new protocol, both the 

anonymity of traders and the traceability of false offers 

are achieved.  The identities of normal traders and their 

bidding behaviors are protected, while the identities of 

malicious traders can be revealed.  With a simple analy-
sis, we show that our CDA scheme satisfies all the re-

quired security properties.

1. Introduction

An integral part of Electronic Commerce [1], Internet 
auctions have become popular nowadays.  Many com-
mercial Internet auction sites have been very successful 
and they continue to expand. 

Besides the popular single-sided auctions, such as Eng-
lish auction, Vickrey auction, etc., Continuous Double 
Auction (CDA) is also an important auction protocol that 
is widely used in financial and commodities markets 
around the world, including the Internet retails market. In 

a CDA market [2], buyers and sellers are free to publicly 
announce at any time their bids/asks to buy and sell.  The 
lowest ask submitted so far is called the outstanding ask,
and the highest bid the outstanding bid.  In many cases, 
only the outstanding bid and ask are maintained.  A 
newly announced ask has to be lower than the outstanding 
ask, and a new bid higher than the outstanding bid.  If 
the new ask is equal to or less than the outstanding bid, 
then a transaction occurs at the bid price, otherwise it be-
comes the current ask.  Similarly, if the new bid is equal 
to or greater than the outstanding ask, then a transaction 
occurs at the ask price; otherwise it becomes the out-
standing bid.  After a transaction occurs, the outstanding 
bid and ask are removed, and a new round of CDA starts, 
in which the above procedure is repeated.  

In the literature, most research regarding the CDA has 
been done on the investigation of strategies of bidders.  
A number of different CDA models have been con-
structed so far [2][17][18], and many bid-determination 
strategies have been proposed, such as 
[2][3][4][5][19][20].  However, relatively little research 
has been done on the privacy and security issues of agent-
based CDAs.  In this paper, we focus on the privacy and 
security issues in electronic CDA, and propose that the 
security requirements in electronic CDAs include ano-

nymity, traceability, impossibility of impersonation, un-

forgeability, and verifiability.  We then describe an 
anonymous and secure CDA protocol for electronic mar-
ketplaces, which is strategically equivalent to the tradi-
tional CDA protocol.  However, in the new protocol 
both the anonymity of traders and the traceability of false 
offers are achieved.  The identities of normal traders and 
their bidding behaviors are protected, while the identities 
of malicious traders can be revealed.  With a simple 
analysis, we show that our CDA scheme satisfies the all 
the required security properties. 

This paper is organized as follows.  In section 2, we 
discuss the privacy and security issues in CDA markets.  
In section 3, we propose an anonymous and secure CDA 
protocol.  We first present a brief introduction to the 
public key cryptosystem and its application of blind RSA 
signature, followed by a description of the anonymous 
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and secure CDA protocol.  The properties of the proto-
col are discussed and analyzed in section 4.  Section 5 
concludes the paper.

2. Security issues in continuous double auc-

tion markets

A number of secure electronic auction schemes have 
been proposed [6][7][8][9], and most of them focus on the 
single-sided auctions, such as secure Vickrey auctions.  
The security of CDAs, however, has not attracted much 
attention, despite of the fact that it is a very important 
issue. 

Anonymity of customers, that is, the protection of the 
privacy of identities of customers during electronic trans-
actions, is a general security consideration in many Elec-
tronic Commerce applications over the Internet.  Very 
often, people want to be anonymous when making trans-
actions over the Internet, just like what they can do in the 
real world.  Consider the following simple example.  If 
Bob wants to buy a piece of chocolate, he can then just 
pay cash and take the piece of chocolate without having 
to provide his name, address and other information to the 
shopkeeper or anyone else.  In an Internet CDA market 
(say, an Internet retails site), the anonymity of users is 
also a reasonable expected feature: people should be able 
to submit offers and conduct a transaction in an anony-
mous manner.  However, in an Internet retails market, 
auctions are usually common value or correlated value 
auctions, in which the bidders’ values of the auctioned 
item entirely or partially depend upon other bidders’ pref-
erences.  If complete anonymity is provided, there could 
be some potential malicious behaviors.  For instance, 
someone can play a prank and submit an unrealistic offer, 
and then just run away without actually completing the 
transaction.  In a more complicated scenario, a dishonest 
trader may mislead the market and give wrong informa-
tion to other traders by submitting false bids, so as to get 
an extra profit, as exemplified in the following.  Suppose 
there is a seller Alice who wants to sell a video game at 
$10 in a CDA market.  As we know, one important fea-
ture of CDA is that traders can revise their bids/asks in 
response to the latest market situation.  Therefore, Alice 
may request her friend, Bob, to submit false bids to mis-
lead other traders.  That is, Bob can always submit a bid 
(say, $20) higher than the current outstanding ask (say, 
$10) to generate a transaction record at $20.1 Such re-
cords then create a fake indication to other traders that 
there are many demand requests of the video game at high 
prices in the market, though Bob will never conduct those 

1 In the Internet retails market, the transaction is usually 
not done in real-time manner. Therefore, Bob’s false offer 
may generate a trade record that affects the market even it 
does not lead to the final transaction. 

transactions by buying the video game eventually, for 
sure. As a result, when Alice submits her ask at, say, $15, 
it is very possible that a buyer will accept her ask.  In 
this way, Alice obtains an extra profit of $5.  Due to the 
complete anonymity of traders, we have no way to iden-
tify Bob even if we notice that there are some false offers 
in the market, which never result in the successful even-
tual transactions.  From this example, we see that there 
can be cheating behavior if complete anonymity of traders 
is provided in an Internet CDA market.  Therefore, an 
anonymity revocation method under certain conditions is 
necessary. 

We summarize some preferred security properties that a 
secure CDA market should satisfy. 

(a) Anonymity.  During the CDA, the identities of 
traders are not revealed to anyone.  In other word, no-
body can associate a trader with the ask/bid he submits.  
(An exception is that the authority can identify the win-
ners under certain conditions, see Traceability below.) 

(b) Traceability (Non-Repudiation).  The author-
ity (or authorities) of the CDA market can identify win-
ners (i.e. a trader who makes a trade successfully) under 
certain conditions, and only the authority (or authorities) 
can do so.  Therefore a winner cannot deny that he has 
submitted an ask/bid. 

(c) Impossibility of impersonation.  No one can 
impersonate any other traders. 

(d) Unforgeability.  No one can forge a valid 
ask/bid. 

(e) Verifiability.  Everybody can verify the valid-
ity of an ask/bid, and can confirm whether an ask/bid is 
submitted from a valid trader or not (although it is impos-
sible to identify which trader submits the ask/bid).

3. An anonymous and secure scheme for con-

tinuous double auction

In this section, we propose an anonymous and secure 
CDA scheme that satisfies all the security properties pre-
sented in Section 2.  The scheme is practical and there-
fore suitable for the Internet retails market. 

3.1 Preliminaries 

We first give a brief introduction to the cryptography 
technologies that we employ so that the paper is self-
contained.  These include Digital Signature for non-
repudiation of the data, Blind Signature for anonymity 
and Cut-and-Choose technique for correctness. 

(a) Public Key Cryptosystem and Digital Signature 

The concept of public-key cryptography was due to 
Diffie and Hellman [10] in 1976.  The main idea is that 
every one can have a pair of keys: a public key, which is 
open; and a private key, which is kept secret.  To send a 
secret message m to, say, Alice, one should encrypt m
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using the Alice’s public key, so that only Alice can get 
the m by decrypting the encrypted message using her pri-
vate key.  No one else can decrypt without knowing the 
private key of Alice.  A public key encryption system 
can also be used for digital signature [10].  To sign a 
message m, Alice first generates a signature S on the m

as ( , )S Sig m s= , where ( )Sig  is a signature function, 

and s is Alice’s private key.  Anybody can then verify 
the validity of the signature (S, m) by computing a verifi-

cation function ( , , )v V m S p= : if v = TRUE then (S, m) is 

authenticated by Alice.  In such a way, the non-
reputation of the message m is achieved since no one else 
can possibly generate S without knowing the Alice’s pri-
vate key. 

Named after Rivest, Shamir and Adleman, RSA [10] is 
the first public key cryptosystem, the security of which is 
based on the difficulty of factoring large numbers.  The 
RSA algorithm can be described as follows. 

Key generation.  To generate the public/private key 
pairs, Alice chooses two large prime numbers p and q,

computes their product n p q= ⋅ , and randomly chooses 

a number e smaller than n, such that e and ( )nΦ are rela-

tively prime, where ( )nΦ = ( 1) ( 1)p q− ⋅ − .  After choos-

ing the public key, Alice computes the private key d such 

that 1 (mod ( ))e d n⋅ = Φ .  Then, (n, e) are announced as 

the public key of Alice and d is kept secret as the private 
key of Alice. 

Encryption.  To send an encrypted message m to Al-
ice, Bob first divides m into a number of blocks (m1,
m2, …), such that each block has a unique representation 
modulo n (for binary data, choose the largest power of 2 
less then n).  The encrypted message c consists of simi-
larly sized message blocks (c1, c2, …) of about the same 

length, such that (mod )e

t tc m n= .

Decryption.  To decrypt the message c received, Al-
ice takes each encrypted block ct and recover the block mt

using (mod )d

t tm c n= .2

RSA can also be used for digital signature.  By en-
crypting the message m using her private key, Alice gen-
erates a secure digital signature.  Following is a simple 
basic protocol of digital signature: 

(1) Alice generates a secure digital signature S on the 

message m, that is, (mod )dS m n= .  In other words, S

is the encryption of m using the private key of Alice.
(2) Alice sends the message with her signature (S, m) to 

Bob.

2 Note that 
( ) 1 ( )( ) 1 (mod )d e d k n k n k

t t t t t t tc m m m m m m n⋅Φ + ⋅Φ= = = ⋅ = ⋅ = ,

and ( ) 1 (mod )k n

tm n⋅Φ =  due to the Fermat’s Theorem 

[10].

(3) Bob uses Alice’s public key to decrypt the signature 
and check whether m can be recovered.  If 

(mod )dm S n= , then it is evidenced that the message m

has indeed been signed by Alice and has never been al-
tered by others since then. 

(b) Blind RSA Signature 

In the general digital signature scheme, one always 
knows the contents of a message before signing on it.  
However, in some particular applications, we prefer to 
have someone sign on a message without letting him 
know the contents of the message.  This scheme of blind 
signature [13] has been widely used in electronic cash 
systems, electronic election, etc.  In this paper, we make 
use of Chaum’s blind RSA signature [14], which can be 
illustrated by the following example. 

Suppose Bob wants Alice to sign on a message m with-
out knowing what m is, the basic protocol is as follows. 

(1) Bob first randomly selects a number k, which is 
called a blind factor, and makes a blinding transformation 

on m to get message, a blinding (mod )em m k n′ = ⋅ ,

where (n, e) is the public key of Alice.  Then Bob sends 

m′  to Alice.  Note that Alice cannot recover m from 

m′  without knowing k.

(2) Alice generates a signature S ′  on m′  using her 

private key, i.e. ' ' ( ) (mod )d e d dS m m k m k n= = ⋅ = ⋅ , and 

returns S ′  to Bob. 

(3) Bob computes 

/ ( ) / (mod )e d dS S k m k k m n′= = ⋅ =  and gets a signature 

of Alice on m. Note that Alice knows nothing about m,
since she does not know k.

Usually, the Cut-and-Choose technique [15] is always 
applied together with blind signature to ensure that the 
signer can check the correctness of the message without 
knowing the actual message.  The protocol of blind RSA 
signature employing the Cut-and-Choose technique is 
described below: 

(1) Bob first randomly selects L numbers 

ik , {1,2,..., }i L= , as blind factors, and generates L blind-

ing messages: (mod )e

i i im m k n′ = ⋅ , {1,2,..., }i L= ,

where (n, e) is the public key of Alice.  Then Bob 

sends im′ , {1,2,..., }i L=  to Alice. 

(2) Alice randomly selects a t, such that 1 t L≤ ≤ , and 

requests that Bob submit the other 1L − ik  values, 

{1,2,... 1, 1,..., }i t t L= − + .  Bob then submits the 1L −

ik  values requested by Alice. 

(3) On receiving the 1L − ik  values, 

{1,2,... 1, 1,..., }i t t L= − + , Alice opens the im′ ,

{1,2,... 1, 1,..., }i t t L= − +  to get the mi for correctness 

checking. If the 1L −  mi are correctly generated, Alice 

believes that the tm  is also correctly generated, and then 
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generates a signature 'S  on 'tm  using her private key, 

i.e. ' ( ) (mod )d e d d

t t t t tS m m k m k n′= = ⋅ = ⋅ . Alice returns 

'S  to Bob. 

(4) Bob computes 

/ ( ) / (mod )e d d

t t t t tS S k m k k m n′= = ⋅ =  and gets a blind 

signature of Alice on mt.
L is a security parameter in above protocol, and note 

that Bob have a chance of 1/L to cheat Alice successfully. 
Therefore, there is a tradeoff between choosing a large L
(strong correctness), and a small L (efficiency). 

3.2 An anonymous and secure CDA scheme 

An overview of the scheme is depicted in Fig.1.  
In the proposed scheme, there are two authorities, 

namely the Registration Manager (RM) and the Market 
Manager (MM).  RM manages the traders in CDA mar-
ket, and holds the corresponding relation of the identity 
and a blinding auction certificate of traders.  MM checks 
and records the content of auction certificate of traders.  
We shall show that in order to trace a trader, we require 
RM and MM to cooperate and exchange information, 
while neither RM nor MM alone is able to trace a trader.  
Therefore, it is an important assumption in the scheme 
that RM and MM will not collude to trace a valid trader. 

Before entering the CDA market, each trader should 

first register with both RM and MM.  After registration, 
the user is eligible to enter the market as a trader.  We 
assume that each trader, prior to his registration to enter 
the CDA market, possesses a private/public key pair and a 
corresponding certificate issued by a trusted Certification 
Authority (CA).  This means that all traders have already 
proved to a trusted authority their identities.

The proposed scheme is composed of three phases: 
trader registration, trading at the CDA market, and trader 
tracing. 

(a) Phase 1: Trader Registration 

Before entering the CDA market, a trader T must first 
register with RM and MM.  We require that RM uses 
RSA encryption scheme, and MM and T can use any pub-
lic key cryptosystem they like.  We first define the nota-

tions in our scheme.  Denote by ( , )x xP S the pub-

lic/private key pair of x, where x can be T, RM3 or MM.

Let )(mH  be the hash function value of message m.

( )x

sSig m  denotes the signature of x on message m with 

the private key s, and anybody can verify the validity of 
the signature using the corresponding pubic key of x. De-

noted by ( )x

s mΩ the data tuple {m, ( ( ))x

sSig H m }, and 

3  Note that RM uses RSA scheme, therefore 
( , ),

RM RM RM RM RM
P n e S d= =

Blind signature of  
RM on pseudonym and 
temporary key pairs of 

trader

Internet 

Market 

Manager 

(MM)

Registration 

Manager 

(RM)

Trader1, Trader2,…..Tradern

Identity Encryption and 
binding of pseudonym and 
temporary key pairs with 
the auction certificate 

Verify and record the 
auction certificate 

CDA

Market 

(Monitor)

Bulletin 

Board

Signature from MM

on the auction certifi-

cate of trader 

(1). Registration between 
trader and RM

(2). Registration between 
trader and MM.
(3). Traders enter the CDA 
market.  

(1)  (2)  

(3)  

Fig. 1 Model of anonymous and secure CDA scheme 
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the notation ( 1 || 2)m m  denotes the concatenation of two 

strings 1m  and 2m .

Protocol 1: Registration between trader T  and RM

(here, RM uses RSA system).  

Step 1: The trader T first sends a registration request 

message 1 ( , , )
T

T

S TMsg ID request sn= Ω to RM, where 

TID  is the identity information of T (say, ID card num-

ber), and sn is a random number selected by T.
Step 2: On receiving the request from T, RM verifies 

the validity of the signature of T in Msg1 to make sure that 
the request is generated from T.  Then RM signs on the 

( || )TH ID sn  to generate a message 

2 ( || )
RM

RM

d TMsg ID sn= Ω  and sends Msg2 back to T.

Step 3: After verifying the validity of RM’s signature 

on ( || )TH ID sn , T generates L (L should be selected 

large enough) pairs of temporary keys ( ,T TTS TP ), and 

constructs L blinded data c,

( , ) (mod )RMe

T T RMc pn TP s n= ⋅ , where 

( ( || ) || )T Tpn H H ID sn r= , r and s are randomly selected 

numbers.  T then sends L blinded data c to RM.
Step 4: RM randomly selects 1L −  data c and request 

T to submit the corresponding 1L − TPT, r and s. RM

then unblinds the 1L −  data c for verification of correct-
ness. If the 1L −  opened c are all formed correctly, RM

signs on remain data c, as: 

3 ( ) (mod )

(( , ) ) (mod )

( , ) (mod )

RM

RM RM

RM

d
RM

e d
T T RM

d
T T RM

Msg c n

pn TP s n

pn TP s n

=

= ⋅

= ⋅
then returns Msg3 to T.
Step 5: On receiving Msg3, T computes 

3 / ( , ) (mod )RMd
T T RMMsg s pn TP n=  and thus gets the 

signature of RM on his pseudonym and temporary public 
key: (pnT, TPT).  Protocol ends. 

Fig. 2 shows the flow chart of the registration protocol 
between T  and RM.  After registration, T gets a suit of 

data {Msg2, r , TST, ( , )T Tpn TP ,

( , ) (mod )RMd
T T RMpn TP n }, where Tpn  is a pseudonym 

of T and {TST, TPT} are the temporary key pairs of T.

Note that both Tpn  and TPT are blindly authenticated by 

RM. That is, RM knowing nothing about Tp  and TPT, so 

that he cannot link them with the true identity of T. Fur-
thermore, RM records the following data related to T:

{ TID , Msg1, Msg2} to database after registration. 

After registration with RM, the trader T should register 
with MM to generate an auction certificate. 

Protocol 2: Registration between trader T  and 

MM.

Step 1: The trader T only sends message Msg4: {Msg2,

r , ),( TT TPpn , )(mod),( RM
d

TT nTPpn RM } to MM for regis-

tration, without showing his/her IDT to MM.

T RM

Generates: 

),,(1 snrequestIDMsg T
T
ST

Ω= , where 

sn is a random number selected by T. 
Msg1

(1) Verifies the validity of T’s signature 
in Msg1.

(2) Generates: )||(2 snIDMsg T
RM
dRM

Ω=Msg2

(1) Verifies the validity of RM’s    
   signature in Msg2.
(2) Generates: random number r, s. 
(3) Compute pseudonym pnT:

)||)||(( rsnIDHHpn TT = ;

(4) Generates: a pair of temporary  
   keys: ( TT TPTS , );

(5) Blinds the pnT and TPT

  as: )(mod),( RM
e

TT nsTPpnc RM⋅= .

Gets a RSA signature of RM on 
(pnT, TPT) by calculating:  

)(mod),(/3 RM
d

TT nTPpnsMsg RM=

Signs on c to generate: 

)(mod),(

)(mod)),((

)(mod)(3

RM
d

TT

RM
de

TT

RM
d

nsTPpn

nsTPpn

ncMsg

RM

RMRM

RM

⋅=

⋅=

=

Cut-and-Choose protocol

between T and RM

Msg3

Fig. 2 Flow chart of protocol 1-registration between trader T and RM 
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Step 2: On receiving Msg4, MM first checks his data-

base to ensure that )||( snIDH T in Msg2 has not been reg-

istered by others before, and then verifies the all signa-
tures of RM in Msg4. MM also checks 

that )||)||(( rsnIDHHpn TT =  hold. If the above verifica-

tions succeed, it is convinced that Tpn of trader T is cor-

rectly generated, and has been authenticated by RM.

MM then signs on the ),( TT TPpn  to generate an auction 

certificate AcertT for T as 

:TAcert { ),( TT TPpn , )(mod),( RM
d

TT nTPpn RM ,

)),(( TT
MM
S TPpnSig

MM
}. MM sends TAcert  to T.

Step 3: After verifying the validity of MM’s signa-

ture )),(( TT
MM
S TPpnSig

MM
, T obtains the auction certifi-

cate TAcert . Protocol ends. 

Fig. 3 shows the flow chart of the registration protocol 
between T  and MM. After protocol 2, trader T possesses 
a pair of temporary keys ( TT TPTS , ), in which TPT is 

bound with his auction certificate TACert , authenticated 

by both RM and MM. Note that MM dose not know the 
identity of T during protocol 2 since he receive nothing 
related IDT. MM just verifies that the trader T has been 

registered with RM correctly, and then issue TACert  by 

signing on pseudonym (pnT, TPT). MM also records Msg4

in his database as non-repudiation evidence.

(b) Phase 2: Trading at the CDA Market 

After registrations, trader T is eligible to enter a CDA 
market and submit offers for buy or sell. Our description 
of CDA market using messages is similar to [17]. A valid 
offer message m of trader T is the ordered tu-

ple >=< T
T
TST AcertofferSigofferm

T
),(, , where  

},Commodity,BUY/SELL,,{ TimeStampValuepnoffer T=
means that a trader, named pnT wants to buy/sell a com-
modity with price value. Note that Timestamp here is the 
time stamp (sometime it can be substituted just by a ran-
dom number) used to against the replay attack.  

 The flow chart of verification of an offer is shown in 
Fig. 4. Anybody in the CDA market can check the valid-
ity of an offer according to the following rules: 

1. Verifies the validity of the signatures of both RM

and MM in auction certificate AcertT, respectively with 
the corresponding public key of RM and MM, which are 
publicly available. 

2. Verifies the validity of the signature 

)(offerSigT
TST

using the corresponding public key TPT,

which is bound with the AcertT.
If all above verification succeeds, the offer message is 
valid. Note that in above verification procedures, the 
identity of trader T is always kept secret. A trader’s offer 
is bound with his pseudonym and authenticated with his 
temporary private key. The offer can only be verified us-
ing the temporary public key in his auction certificate, 
which only proves that the offer message is submitted by 
a registered trader, and no more information relate to the 
trader’s identity is provided. No one, even RM or MM

separately, can reveal the identity of trader from an offer 
message. 

On receiving a valid offer message, a so-called market 
monitor [17] works according to the general CDA rules, 
such as updates the outstanding ask/bid, notifies the trad-
ers involved in the transaction, publishes all transaction 
history, and also records every valid offer message as 
non-repudiation evidence when there are disputes. 

T MM

Generates: 
Msg4 : 
{ Msg2, r ,

),( TT TPpn ,

)(mod),( RM
d

TT nTPpn RM }

Msg4 (1) Checks database to ensue that )||( snIDH T in Msg2

has not been registered before. 
(2) Verifies the all signatures of RM in Msg4.
(3) Checks that whether the equa-

tion )||)||(( rsnIDHHpn TT =  holds or not.  

(4) If the above verifications succeed, MM signs on 

),( TT TPpn  to generates an auction certificate for T as: 

:TAcert  { ),( TT TPpn , )(mod),( RM
d

TT nTPpn RM ,

)),(( TT
MM
S TPpnSig

MM
}.

AcertT

After verification of MM’s signa-

ture )),(( TT
MM
S TPpnSig

MM
,

T obtains the auction certificate 

TAcert .

Fig. 3 Flow chart of protocol 2-registration between trader T and MM
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(c) Phase 3: Trader Tracing 

When two valid offer messages result in a transaction, 
each involved trader should prove that he is eligible for 
the transaction by showing that he has the knowledge of 
temporary private key used to authenticate the winning 
offer.  That is, the real eligible trader can sign on any 
message selected by market monitor to prove that he 
really know the corresponding temporary private key).  
Then, two traders make the trade anonymously. 

In another case, as we mention in section 2, the ano-
nymity of certain trader should be revoked in some cases, 
say, a trader runs away while his offer leads to a trade.  
To reveal the identity of the suspected trader is simple in 
our scheme.  Suppose A is a suspected trader, who sub-
mitted an offer mes-

sage , ( ),
A

A
A TS Am offer Sig offer Acert=< > .  To perform 

the tracing of A, the market monitor sends the mA and the 
evidence of suspected behavior of A (say, not finish the 
expected trade) to MM.  On receiving the request of trac-
ing from Monitor, MM first verify the signatures in mA, i.e.

)(offerSig A
TS A

 and ),( AA
MM
S TPpnSig

MM
in AcertA. If verifica-

tion succeeds, it is convinced that A is a registered trader. 
MM then checks his database to find the Msg2 corre-
sponding to the Apn of A. Note that MM should record 

these information in protocol 2. Next, MM forwards all 
information related, including mA, Msg2 and tracing re-

quest of monitor to RM. What RM needs to do is only to 
check his database to find the true identity IDA of A

matched to the Msg2.  Note that there is only one exact 
Msg2 in RM’s database, which is bound to IDA. Then, both 
RM and MM publish their records so that every one can 
verify that the trader A is just the one who submitted the 
suspected offer.  In such way, the identity of a malicious 
trader can be revealed with the cooperation of MM and 
RM, while the normal traders can always act anony-
mously in the CDA market.

4. Analysis

In this section, we discuss the security of our scheme, 
and show that our scheme satisfies all security properties 
presented in Section 2.  We do not make any special 
trust assumptions for the RM and the MM in our CDA 
scheme, that is, both authorities are not fully trusted, and 
it is possible that they misbehave.  However, no one 
(including traders, RM and MM) can misbehave without 
being disclosed.  In the following, we evaluate the secu-
rity of our scheme with reference to the requirements pre-
sented in Section 2.

offer 

Offer

Message )(offerSig T
TST

AcertT

pnT

Offer 

Commodity 

BUY/SELL 

ask/bid price 

Time Stamp 

pnT, TPT

AcertT

)),(( TT
MM
S TPpnSig

MM

)(mod),( RM
d

TT nTPpn RM

Verification 

Whether the signature 
of RM and MM in 
AcertT is valid? 

No
The AcertT is not 
authenticated by 

RM and MM.

The offer is 
invalid 

Whether the signature 

)(offerSig T
TST

is valid? 

Yes

No
The offer cannot be 

verified with the pub-

lic key in AcertT

Yes

The offer is 
valid 

Fig. 4 Flow chart of offer verification 
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4.1 Anonymity 

In the CDA market, a submitted offer by a trader T is in 

the form of >=< T
T
TST AcertofferSigofferm

T
),(, .  Any 

trader can verify the validity of the offer using the public 
key embedded in AcertT, while knowing nothing about the 
identity of the trader T since that there is no identity in-
formation in mT. MM knows nothing about T’s identity, 
either, because he only verifies the correctness of the 
message submitted by T in protocol 2 while having no 
idea of who is submitting the message.  On the other 
hand, as described in the protocol 1, RM checks the iden-
tity of a trader who submits a pseudonym and a temporary 
public key for registration.  However, blind RSA signa-
ture is used in protocol 1 and both the pseudonym and the 
temporary public key are only blindly authenticated by 
RM.  Consequently, RM cannot trace from an offer, au-
thenticated using AcertT (includes the pseudonym and the 
temporary public key of T), back to the trader’s real iden-
tity. 

Therefore, while the validity of an offer can always be 
verified by anyone who wants to do so, no one (not even 
any one of the authorities MM and RM alone) can associ-
ate the offer with the trader who submitted this offer.

4.2 Traceability 

In the proposed CDA scheme, a trader cannot repudiate 
his/her offer in any case.  As described in above section, 
when the authorities RM and MM join hand, it is always 
feasible to trace from any offer back to the real identity of 
the trader who makes this offer.  Therefore, no trader 
can repudiate offers he submitted. 

4.3 Impossibility of impersonation 

It is often a rational act that one submits fake bids in 
other bidders’ names if this is possible.  For example, a 
bidder may wish to incriminate Bob in case of offer with-
drawal, or for high bogus offers.  However, impersona-
tion is technically impossible in our scheme, as shown in 
the following theorem. 

Theorem 1 Nobody, not even RM and MM, can imper-

sonate a valid trader to submit a valid offer.

Lemma 1 One cannot impersonate another trader 

unless he can break the public key cryptosystem. 

For Alice to impersonate Bob, say, she has to do one of 
two things.  One is that Alice gets the temporary private 
key of Bob and signs on a fake offer in Bob’s pseudonym.  
The other is that she gets the long-time private key of Bob 
so that she can register as Bob with RM and MM to get an 

auction certificate.  It is clear that whichever methods 
Alice uses, she has to break the public key cryptosystem, 
which is generally believed to be impossible. 

Lemma 2 Neither RM nor MM can impersonate a valid 

trader. 

Suppose that RM can impersonate a valid trader T in the 
following way:  

First, RM generates a fake 4Msg of T independently as 

follows. 

4 2:{ , , ( , ), ( , ) (mod )}RMd

T T T T RMMsg Msg r pn TP pn TP n ,

where 2Msg  is { ))||((,|| snIDHSigsnID T
RM
dT

RM
}, and 

)||)||(( rsnIDHHpn TT = . Note that r , TTP and sn are 

generated by RM, instead of that of T. Then RM sends 

4Msg  to MM for registration as trader T. On receiving 

this fake 4Msg , MM can not be conscious of the fraud of 

RM, and will then sign on the ),( TT TPpn . In such way, RM

get a fake auction certificate of trader T as: :TAcert

{ ( , )T Tpn TP , ( , ) (mod )RMd

T T RMpn TP n , (( , ))
MM

MM

S T TSig pn TP

and a corresponding private key TTS . Although such 

fraud cannot be found during registration, RM will be 
proved a cheater when the fake auction certificate is used 
with a false offer.  That is, at the end of tracing, both RM

and MM have to publish all related records they have for 

public verification.  However, if TAcert  is faked by 

RM, RM cannot provide a 1Msg :{ TID , Request,

sn , ))Request,,(( snIDHSig T
T
ST

}, as a evidence to prove 

that the TAcert is generated on request of T, since he can 

not generate the signature ))Request,,(( snIDHSig T
T
ST

unless he knows the private key ST of T.  As a result, it is 

convinced that RM fakes the auction certificate TAcert .

Note that, RM may use the real sn of T and r , TTP of 

himself to construct a 4Msg  and then register with MM.

however such misbehavior will be detected by MM, since 

MM can find that )||( snIDH T  is used twice for registra-

tion with different ),( TT TPpn  in auction certificate.  

Even RM and MM collude to generate the fake TAcert

of T, this cheating behavior also can be detected eventu-

ally.  Note that there must be a true TAcert  possessed 

by T, and T can publish his data related to TAcert  when 

necessary to prove his innocence.  There is no other ex-

plains why two different TAcert  are bound with the 

same number sn except that the RM and MM has misbe-
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haved to cheat.  Therefore, both RM and MM cannot 
impersonate a valid trader without being detected. 

Lemma 3 No trader can frame RM and MM by regis-

tering two different TAcert bound with the same sn. 

As mentioned in Lemma 2, if there are two different 

TAcert bound with the same sn, we believe that RM and 

MM has misbehaved.  Therefore, a malicious trader may 
try to frame RM and MM in this way.  Suppose two col-
luding traders Alice and Bob who are malicious. Alice 
can give her )||( AA snIDH  to Bob, and Bob generates a 

false pseudonym of his )||)||(( BAAB rsnIDHHpn =  (in-

stead of )||)||(( BBBB rsnIDHHpn = ) and then submits 

the blinded Bpn  and a temporary public key BTP  to 

RM to be authenticated.  Note that we use Cut-and-

Choose technique in protocol 1, so that RM can check the 

correctness of Bpn  (i.e. whether the Bpn  is formed 

as: )||)||(( BBBB rsnIDHHpn = ), even if he does not know 

the final Bpn  he signs on.  It is clear that the chance 

that Alice and Bob frame the RM and MM is only 1/L,
where L is the security parameter in the cut-and-choose

techniques.  If L is large enough, the probability of suc-
cessfully framing is very small.  In practice, we can se-
lect a not very large L (say, L > 20) for higher efficiency, 
and a penalization is applied in case of RM’s finding a 
cheating attempt from traders.

4.4 Unforgeability 

In the secure CDA scheme, only registered traders can 
submit valid offers, as each offer is signed by the tempo-
rary private key TS of trader and the TS is bound to an 
authenticated auction certificate.  No one else can ever 
forge a valid offer without registration unless he can 
break the public key cryptosystem to get the private keys 
of RM and MM.  Furthermore, each valid offer includes 
a timestamp, which is used as a freshness indicator.  
Therefore, any offer with an outdated timestamp will be 
rejected as an invalid ask/bid. 

4.5 Verifiability 

In the new scheme, any one can verify a submitted of-
fer is valid or not by checking the signature on the offer.  
In addition, anyone can check whether the offer is submit-
ted by a valid trader by checking the validity of the auc-
tion certificate in the offer message.  In tracing a mali-
cious trader, both RM and MM publish the all records at 
the end of tracing, so that every one can verify the result 
of tracing and is convinced that there is no trick.

5. Conclusion

To the best of our knowledge, this paper is the first one 
discussing the privacy and security issues in the CDA 
markets.  We present the security requirements in a 
CDA market, and propose an anonymous and secure 
CDA scheme, which satisfies all the requirements.  

The main idea of proposed scheme is that each trader 
generates a pair of temporary keys and a pseudonym to 
construct an auction certificate, which is blindly authenti-
cated by RM.  The auction certificate is then checked 
and authenticated by MM.  During the CDA, traders al-
ways submit offers authenticated using their temporary 
key pairs and the auction certificate.  In such way, no 
one, not even RM or MM, can link an offer back to the 
real identity of the trader who submits the offer.  In case 
of fraud, both RM and MM can work together to perform 
the tracing of a malicious trader.  As the discussion in 
Section 4 shows, we do not make any special trust as-
sumption in our scheme, which means that neither RM

nor MM is fully trusted, and they cannot misbehaver 
without being detected. 

Our scheme, while quite efficient, uses Cut-and-Choose

techniques to ensure correctness of the auction certificate.  
This requires a certain number of interactions, which may 
be costly.  However, note that the Cut-and-Choose tech-
nique is only used during the registrations of the traders 
with RM in the first phase, and does not effect the effi-
cient of CDA market.  Furthermore, both RM and MM

are working offline, which means that they are not in-
volved in the CDA until there is a dispute occurred.  
This also makes the proposed CDA scheme efficient for 
the Internet retails market.
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