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Abstract

The use of off-the-shelf components in microprocessor-based systems can limit the
applicability of a number of hardware fault-tolerance methods. Software techniques offer
attractive solutions to improve the reliability of systems operating in a hostile environment.
The fault sensitivity of a system running a critical application obviously depends on the
application execution time and the amount of memory it uses. This study shows that the
program structure also has a significant influence on fault sensitivity. Program
characteristics, such as the size and duration of iterative and sequential sections, are required
to determine the sensitivity profile. It is shown that, provided data dependency is not affected,
one can rearrange the program structure to significantly reduce the average sensitivity of a
program. Straightforward analysis of the sensitivity profile allows to estimate the reduction. A
simple example of code rearrangement is described and it is shown that a 50% reduction
could be achieved with respect to thiiah structure. The magnitude of the reduction varies
from one application to another.

1: Introduction

A number of critical applications require some form of fault-tolerance in order to provide
better reliability, availability and dependability. The way fault-tolerance is included actually
depends on the targeted application. Numerous hardware fault-tolerance techniques were
developed by many researchers to improve the robustness of digital systems, ranging from
memories to dedicated control systems. Recent studies [1,2] addressed the problem from
another perspective. Indeed, in many space applications, present policies of space agencies
advise the use of commercial circuits (COTS: Circuits Off The Shelf) [1]. This prevents the
use of technigues to harden the manufacturing processes needed to produce these circuits and
therefore limits the applicability of a number of hardware techniques. In such circumstances,
software-based methods can provide more practical solutions. In this paper, we attempt to
improve the robustness of microprocessor-based systems by modifying the way they perform
their tasks. To achieve this goal, we study how the tasks (or workload) they perform are
affected by faults, and then define some rules to increase reliability. Because memory circuits
constitute a significant part of microprocessor-based systems and transient faults are more



frequent than permanent faults [3,4,5], we focus on the effects of transient faults in memory
when a microprocessor executes some task.

Studying fault sensitivity of programs has received little attention. However, as we will
demonstrate, it can be used to improve at little or no additional cost the robustness of a system.
Intuition suggests that the sensitivity of a program is directly proportional to its length (both in
execution time and in memory space it occupies or uses). However, this is not the only factor
influencing the sensitivity of a program. As we will show, the way loops and sequential
sections are combined affects fault sensitivity. The influence of workload on fault behavior has
been studied previously [6,7,8]. In the first paper, fault prediction models were developed
using low-level description of the program (for instance, the instruction set). In the others, the
effects of workload on fault and error behaviors were studied. By contrast, we are interested in
the effects of faults on the workload, and not the other way around. Indeed, we seek ways to
modify the structure of the workload to improve reliability using parameters such as the
number and size of loops it contains, the length of sequential sections and other characteristics.

2. Workload sensitivity

Determination of workload sensitivity was performed using software fault injection. It must
be mentioned that software fault injection is sometimes used to characterize software
reliability by injecting high-level faults (E.g. modifying the content of a variable). Here, we
used low-level fault injection (E.g.. changing a bit at some memory location) which models
more adequately a system operating in a hostile environment. In this paper, we focus on
studying the impact of a single bit-flip. On a selected number of programs, a single fault per
execution was injected using an interrupt routine activated by an internal timer of the
processor. A similar technique was used in other studies [9] but their goals were to investigate
some fault characteristics (such as latency) or the efficiency of fault detection methods. The
location and the moment of the injection were varied in order to obtain the sensitivity profiles
as a function of time and location of the fault. The outcome of the injection could be one of the
three following possibilities: 1No error observed?) Bad results obtained3) System crash
An error was “observed” if situation 2 or 3 occurred. To carry out this study, we used a
dedicated test bench developed earlier [10,11] for the department of national defense of
Canada in order to evaluate some fault-tolerance mechanisms in a multiprocessor environment.
In this system, the process of injecting faults in the processors memory and collecting data is
fully automated.

The applications studied were divided in two categoriesS¥)thetic programsB) Real
programs Synthetic programs are in fact programs written only to evaluate the behavior of
flow control structures such as loops. Figure 1 shows two examples of synthetic program. A
bit-flip in the one of the machine instructions implementing these programs can modify the
final value of the variable A, or may cause the processor to execute an incorrect or invalid
instruction. In program #1, if the affected instruction has already been executed, the fault will
never be observed. For loops such as in program #2, this will depend on which iteration the
fault occurs. Indeed, it may not be observed if the fault occurs during the last iteration. For all
the previous ones, the fault should be observed.

Apart from these synthetic programs, ten “real” programs were also considered, performing
various tasks ranging from the determination of the roots of a mathematical expression, to the
determination of the maximum number of queens that can be placed on a chessboard so that
they can be safe from capture.



Program #1 Program #2
A=A+1; For(k=0; k<250; k++){
A=A+1; A=A+1;
A=A+1; : (8 additional times)

: (2495 additional times) A=A+1;
A=A+1; }
A=A+1;

Figure 1

3: Results

Figures 2 and 3 show respectively the sensitivity profile of synthetic program #1 and #2
described in the previous section. Note that a large portion of the 23040 faults injected affected
program sections not directly related to the task (operating system functions, ...etc). The errors
caused by these faults were removed from the histograms by subtracting the results obtained
with a single-instruction (dummy) program from those obtained with the synthetic one.
Although the duration of programs #1 and #2 is almost identical, their sensitivity profiles are
radically different. The negative slope of Fig. 2 can be understood by noting that, as the
program progresses, the number of instructions and the amount of data that can be affected by
the injected fault decreases. Therefore, the program is more sensitive at the beginning and less
sensitive at the end. This can be modeled relatively easily. Indeédlrépresent the number
of instructions of the program, aml{i,k) the probability of observing an error when a fault is
injected in instructiom while the processor is executing instruction

if i>2k i.e.injectionisin theactiveset
if i<k i.e.injectionisin theinactiveset

I
P(,k) = %)
We define the “active set” as the set of instructions the processor must execute before
completing its execution and the “inactive set”, the set of instructions already executed or that
will not be executed. Sindeis a measure of time, plotting the summation owarP(i,k) will
produce a profile similar to the one shown in Fig. 2 for a sequential program. For program #2
(Fig. 3), the sensitivity remains relatively constant throughout the execution, since the
instructions of the loop are constantly reused, except for the last iteration of the loop. From
these two figures, one can assert interesting conclusions:

a) In order to decrease the mean sensitivity of a program, iterative computations (loops)
should be placed toward the end of a program whenever possible (that is if data
dependency allows this displacement). The reduction in error rate depends on the relative
duration of sequential code and iterative code.

b) If a program consists of a large endless loop, a simple way to decrease significantly the
sensitivity of the program would be to reload the instruction area of a program at the end
of each iteration (leaving the data area untouched). This, in fact, converts the loop into
sequential code which reduces the mean sensitivity by approximately 50%. Of course,
this implies that there exists a way to obtain a fault-free copy of the program and that one
must suffer some performance degradation while executing the task.

c) One can predict the sensitivity profile of a program by looking at its flow control structure
(location and size of loops, location and size of sequential portions of the program).



Statements (a) and (b) directly follows from Figures 2 and 3. Statement (c) applies to
programs composed of a sequence of loops and sequential computations. As an example,
Fig. 4 shows the sensitivity profile of a synthetic program containing two identical loops. As
one can see, the curve is made of two steps corresponding to the two loops of the program.
This suggests a fourth conclusion that can also help reducing the workload sensitivity:

d) If data dependency is not affected, breaking a large loop into a series of smaller loops can
reduced significantly the workload sensitivity.

Complex profiles can be deduced from the flow control structure. Fig. 5 presents the
sensitivity profile of a program containing a sequential part and a loop. It is of interest to note
that experimental results showed that the nature of the computations performed within a loop
(i.e. sequential code or other loops nested inside) does not affect the shape of the sensitivity
profile. For instance, if a loop is composed of several loops, the sensitivity profile of a
program will, in general, be dominated by the outer loop (as if the inner loops were converted
into sequential code). Fig. 6 shows the sensitivity profile of one of the ten real programs
selected, that is a FFT. From this profile, one can deduced its structure. Indeed, it is composed
of a long loop followed by three smaller ones, each separated by sequential code sections. The
last section is relatively longer the previous ones.

By observing Fig. 5, one can predict what would be the sensitivity profile fiothleop
was placed before the sequential section (consisting of 1250 times the “a=a+1” instruction).
Let us call this other program the “program B”. For program B, the plateau located at the
bottom right of Fig. 5 would be located at the top left, and the number of errors observed
would be equal to 240, that is the number of errors observef @t Fig. 5. This means that
the number of errors observed would remain equal to 240 tfrOnto t=4915. After that, the
number of errors would decrease linearly until it reachest814%70 The sensitivity profile
of program B would be therefore radically different from that of Fig. 5. A straightforward
computation of the area under the curve divided by the total execution time gives the average
number of errors observed. For the code used in Fig. 5, the average number of errors is
approximately equal to 80 which is about half of what would be observed for program B. In
the latter case, the average number of errors would be equal to 170. We see that there is a
significant gain to achieve by rearranging the code of program B if data dependency allows. If
data dependency prevents rearrangement, it may still be possible to reduce sensitivity. Indeed,
it is interesting to note that, if program B is repeated indefinitely, it is possible to make the
sensitivity profile identical to that of Fig. 5 by reloading the instruction area of the program at
t=4915. This strategy would be very effective on programs such as the one presented in Fig. 6.

An attempt was made to determine the lowest fault injection rate required to obtain a
reasonable estimate of program sensitivity. For the 10 real programs and the 7 synthetic
programs, a fault injection rate of approximately 4xf8ult per byte of memory could be
considered as a lower bound. Since the number of errors observed should be directly
proportional to the injection rate, this lower bound was obtained by determining when this
relationship ceased to exist. Interestingly, a study of programs executing the same task but
having different sizes showed that the sensitivity is not directly proportional to the program
size and duration. Fig. 7 shows the sensitivity of loops of different lengths but carrying out the
same amount of computations. The circles represent actual measurements. For instance, the
circle located at the top right of the curve represents was observed for a loop performing one
iteration ¢=1) consisting in a sequence of 2500 instructions “a=a+1”. The next circle on its
left represents what was observed for a loop executing two iterasie@y gonsisting in a
sequence of 1250 instructions “a=a+1". If the sensitivity had been directly proportional to the
size of the code, a straight line should have been observed. However, that is not the case. A



model was developed in order to estimate the mean sens8ivitya program. Let us define
the sensitivity S(t) as

N observed(t) = S(t) N injected (t)

where
Ninjected (1): total number of faults injected at tirngone fault injected per execution)
Nobservedt): total number of errors observed when faults are injected at.time

If the probability of occurrence of a fault is constant over time for every memory location, one
can show that the mean value&{t) can be expressed as a function of the duration of the
iterative sections andlsequential sections present in the program, that is
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mean program sensitivity. It represents the probability of observing an error when a fault occurs.
total number of iterative sections in the program

total number of sequential sections in the program

ratio of the execution time of the iterative sectitmthe total execution time

ratio of the execution time of the sequential segttorthe total execution time

m ratio of the size of the sequential sectioto the total program size.

where

OXRCTO

The last equation is plotted in Fig. 7 as a solid line. Note that, in this figure, the sensitivity
of single loops is given. We must mention that, in a loop, there is one iterative sigtisn (
associated to the first-1 iterations) and one sequential sectidh i6 associated to the last
iteration). The figure clearly shows what can be understood intuitively, that is if a loop can be
used to replace a sequential section of a program, it should be done to reduce the probability of
errors due to transient faults. Moreover, the smaller the loop is, the lower will be its sensitivity.
However, the sensitivity reduction will not be directly proportional to the size reduction.

4: Conclusion

A study of the effect of transient faults on the workload of microprocessor-based systems
has been carried out. It allowed to define a methodology for deducing the sensitivity profile of
a workload as a function of its flow control structure. A number of rules aimed at reducing the
fault sensitivity of a workload were extracted from experiments on synthetic and real
programs. It was shown that, for a simple program structure, a sensitivity reduction of more
than 50% can be achieved. The magnitude of the reduction obviously depends on the actual
program structure and therefore may vary widely from one application to another. These rules,
whenever applicable, can be combined at little or no cost to any hardware fault-tolerance
mechanism.
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