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Abstract

As mobility permeates todays computing environment,
we envision application infrastructures that will increas-
ingly use mobile technologies. Traditional database appli-
cations will need to integrate mobile entities: people and
computers. In this paper, we develop a distributed database
framework for mobile environments. A key requirement in
such an environment is to support frequent connection and
disconnection of database sites.

1 Introduction

As mobility permeates into todays computing and com-
munication arena, we envision application infrastructures
that will increasingly rely on mobile technologies. Current
mobility applications tend to have a large central server and
use mobile platforms only as caching devices. We want to
elevate the role of mobile computers to first class entities
in the sense that they allow the mobile user work/update
capabilities independent of a central server. In such an en-
vironment, several mobile computers may collectively form
the entire distributed system of interest. These mobile com-
puters may communicate together in an ad hoc manner by
communicating through networks that are formed on de-
mand. Such communication may occur through wired or
wireless networks. At any given time, a subset of the com-
puter collection may connect and would require reliable and
dependable access to relevant data of interest.

In this paper, we consider a distributed database that can
be made up entirely of mobile components. These compo-
nent sites are peers and may be replicated both for fault-
tolerance, dependability, and to compensate for sites which
are currently disconnected. Thus we have a distributed
replicated database where several sites must participate in
the synchronization of transactions. The capabilities of the
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distributed replicated database are extended to allow a site
or team member to plan to disconnect with minimal disrup-
tion to the remaining sites. A “check-out” mode allows for
independent update of a portion of the database by a discon-
nected member. These updates are automatically synchro-
nized and integrated into the database upon reconnection.

Walborn and Chrysanthis [8] describe the use of mobile
computers in the trucking industry. Faiz and Zaslavsky [1]
discuss the impact of wireless technologies and mobile
hosts on a variety of replication strategies. Distributed repli-
cated file systems such as Ficus and Coda [6] have exten-
sive experience with disconnected operations. In this paper,
by using the notion of planned disconnection, we present a
framework to allow disconnected update using a check-out
idea adapted from version control software.

2 Motivation

In our system, the components of the distributed
database are laptop computers belonging to members of a
small team. The database is partially or fully replicated
at the laptop computers which carry the only active copies
of the database. Normal operations ensure that all team
members are completely synchronized with each other's
progress. Team members gather together in various (some-
times remote) locations and form ad hoc networks to per-
form their work. On these occasions they need update ca-
pabilities on their database without having to connect to a
fixed location computer.

We consider three scenarios covering ways in which the
team members might want to interact with their database:
basic sign-off, check-out, and relaxed check-out. In the first
scenario, team members occasionally disconnect for long
periods of time, for instance when one or more of them are
traveling. When this happens, the remaining team members
need to be informed so that the database can continue to
process updates knowing that the missing processor has not
failed but rather has voluntarily disconnected. The database
copy of the traveling member can continue to process read-
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only transactions. We call this mode Basic Sign-off.

Our first scenario involves Bob, the CEO of a small
company. The three laptop computers of the senior ex-
ecutives contain replicas of the corporate database, which
is generally updated during their frequent meetings when
they connect their computers with an ad-hoc network. The
database is backed-up occasionally onto a non-mobile com-
puter. When Bob needs to travel on business, he wants the
others to be able to continue their work with the database in
his absence. He also wants to take his laptop on his trip so
he can peruse the database while he is waiting at the airport
or in his hotel room. The database system provides a sign-
off capability so that the system will be able to synchronize
all of the database components and can allow updates in
spite of the missing member. When Bob returns and recon-
nects, his copy of the database will be automatically brought
up to date as part of the sign-on procedure.

In the next scenario, the traveling team member wishes
to “check-out” a portion of the database so that updates can
be made to that portion while disconnected from the rest of
the members. Thus, this mode is called Check-out mode.
This mode could be needed when the team member is trav-
eling to a location where he will be able to gather informa-
tion relevant to that portion of the database or perhaps that
portion of the database is concerned with the work or output
of that particular team member. When the traveling team
member has checked-out a portion of the database, the other
team members are completely unable to access that data. It
is as if the traveling team member had a write lock on the
data that was checked-out. The traveling member can ac-
cess other portions of the database that he did not check-out
in read-only mode. When the traveling team member re-
turns and reconnects his laptop to the system, the database
changes he has made are automatically synchronized and
integrated into the database. This is in contrast to a system
without check-out mode that requires manual integration of
the changes into the database.

An example of the check-out mode would involve Al-
ice, who is part of a small sales team that currently covers
the pacific northwest states. She meets with her team al-
most every day at which time they bring their laptops to-
gether to form a network and share their information. At
that time, their common database is updated with produc-
tion and product availability information from the factory.
Before the computers are disconnected, each team member
is given a sales assignment and a portion of the database is
checked-out to them to update as they make sales and deliv-
ery contracts. Alice can update the portion that is checked-
out to her as well as query the portions of the database that
were not checked-out to anyone. She cannot access the por-
tions of the database that were checked out to other team
members, however, that is not necessary for her to do her
work. At the next meeting, the laptops are connected and

the updates to the database are smoothly integrated without
the need of manual intervention.

The third scenario, Relaxed Check-out mode, is like
check-out except those portions of the database that have
been checked-out to other team members can be queried or
“browsed”. Unlike the above two scenarios where all trans-
actions are serializable, the resulting transactions are not
serializable. However, there are many situation in which
a relaxation of serializability requirements is acceptable.

Jane is a field researcher in a remote part of the world.
She and her fellow researchers take their laptops to remote
observation platforms and weather stations. They record
animal migration patterns and download weather informa-
tion from sensor stations. While she is recording animal
migrations she frequently needs to check recordings of an
earlier day or a different location to help her in interpreting
her measurements for her field notes. The database on the
computers of Jane and her fellow researchers allows relaxed
check-out mode. She checks out the portion of the database
that pertains to the location she is going to or the animal
species she is studying. She and her fellow researchers can
also query the portions that are checked-out to the others,
although the query results reflect old values from the last
time the researchers gathered together and formed a net-
work. She knows she may be viewing stale data, but it is
still useful for her to do so. When she checks-in her work
at the end of the day, it is automatically integrated into the
database.

3 Planned Disconnection Types

Unplanned disconnection is a disconnection without in-
forming the distributed system of the intention to disconnect
and reconnect in an orderly manner. The result is that the
disconnected site is detected as a failure. Planned discon-
nection [5] involves informing the distributed system of the
intention to disconnect and may include the appointing of
a proxy so that the remaining connected sites can continue
processing with minimal disruption. In this section, we ex-
plore the possible kinds of planned disconnection.

We consider a distributed database consisting of n sites
labeled S1; S2; :::; Sn with partial or full replication. Users
interact with the database by invoking transactions at any
one of the database sites. The criterion for correctness in
databases is the serializable execution of transactions [2].
Since two-phase locking is widely used to guarantee se-
rial executions, we assume that each site in our distributed
system enforces two-phase locking locally. In a replicated
database, multiple physical copies must appear to the user
as a single logical copy. Therefore, replicated databases
should enforce one-copy serializability [2]. We assume a
mechanism to enforce one-copy serializability is used.

Our assumptions and requirements for the distributed
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system are as follows. The number of team members is
fixed, however, some of those team members may be dis-
connected and members will need to gather and form an ad
hoc network in different geographical locations. Database
consistency is important and serializability is enforced lo-
cally with two-phase locking. We do not specify which
method is used to enforce one-copy serializability. The dis-
tributed system must be able to process database updates
even though some of the team members are not available,
however, we don' t want one of the members to be the pri-
mary site which must always be present when a network is
formed. Thus, all members are equal participants.

3.1 Basic Sign-off

In simple planned disconnection or basic sign-off, the
database of the disconnected site becomes read-only. The
connected sites continue to read and update the data item or
objects. The planned disconnection will be accomplished
with the help of a proxy. When a site disconnects, it ap-
points another site to vote on its behalf to ensure that repli-
cas can be updated and in any other actions of the dis-
tributed system which require consensus. The power to vote
on behalf of another member is called a proxy and the site
with that power is also referred to as a proxy.

If site Si wants to disconnect from a distributed database,
it carries out a disconnect dialog so that the system is aware
that it has not failed, but will merely disconnect for a period
of time. Si contacts another member Sj to be Si ' s proxy
and synchronizes the database copies. For those data items
at site Si that are not replicated at another currently con-
nected site, Sj is given a copy of the data items and the
right to process update transactions on them. For those data
items at site Si that are replicated at other sites, Sj is given
the right to vote for Si in matters concerning updates to the
data items. During the disconnection, Si can only read its
local copy of the data. When Sj sees a message for Si, it
answers on behalf of Si while Si is disconnected. Sj also
keeps track of the updates to the database that Si has missed
because of the disconnection. (We assume that all updates
are sent to all copies, and so, Sj can respond on behalf on
Si.) When Si reconnects, it must go through a sign-on pro-
cedure to regain its proxy. To do this, Si reconnects and
contacts the proxy before processing messages from other
sites. If Si' s proxy has itself disconnected, Si broadcasts
messages to determine who the new proxy is, so that it can
update its database and retrieve its voting rights.

In the case where all sites are disconnecting and Si is the
last to sign-off, there is no other site for Si to give its proxy
to. In this case, Si simply disconnects without assigning a
proxy as no one in the distributed database system will be
performing updates or anything else, for that matter.

The Basic Sign-off protocol produces executions that are

one-copy serializable. Since all of the transactions of the
disconnected site are read-only, the values of the data that
are read are those of a snapshot taken at the time of dis-
connection. All of the read-only transactions of the discon-
nected site can be serialized at the time of disconnection.
The Basic Sign-off mode is explained in more detail in [3].

3.2 Check-out mode

If the site Si wants to disconnect and be able to update
a particular data object, it declares its intention to do so be-
fore disconnection and “checks-out” or “takes” the object
for writing. In order to maintain serializability in check-out
mode, the remaining connected sites are prevented from ac-
cessing the object which Si has checked-out (as if Si had a
write lock). An object can only be checked-out to one site at
a time. It makes sense to implement check-out mode using
the existing locking mechanisms. The site that wishes to
disconnect, say, Si, acquires a write lock on the item or ob-
ject it wants to update while disconnected. This write lock
is like an ordinary write lock except that the “transaction”
which holds it should not be aborted due to deadlock with
ordinary transactions. In order to distinguish these “trans-
actions” from ordinary user transactions, we will call them
pseudo-transactions.

Assume that site Si wishes to disconnect and “check-
out” a set of items X . The procedure is as follows:

1. Site Si selects a proxy as in basic sign-off mode and
follows all the same steps to handle voting rights for
replicated and non-replicated items.

2. At the same time, Si initiates a pseudo-transaction to
obtain write locks on the items in X .

3. If the pseudo-transaction is successful, Si disconnects
with update privileges on all the items in X . If the
pseudo-transaction is not successful, Si tries again or
disconnects with update rights on a subset of the items.

When Si reconnects, the reconnect procedure is the same
as for basic sign-off except that Si must complete the effects
of the pseudo-transactions by transmitting the new value for
all items in X and releasing the corresponding locks.

Figure 1 shows the activity at three sites, Si, Sj and Sk.
Time proceeds from left to right and an asterisk (*) indi-
cates the disconnection and reconnection points in time. Xi

indicates the version of data item X written by transaction
i. In Figure 1, Si first acquires a write lock on X with a
pseudo-transaction (pt) and disconnects. t1 and t2 are ex-
amples of transactions that may be executed at the discon-
nected site Si. Site Sj later disconnects with a write lock on
Y and executes transactions that read Y and Z and update
Y , e.g., t4. Site Sk remains connected and executes transac-
tion t3. Si can execute transactions during its disconnection
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Si *pt: wl-X & disconnect *reconnect & w(X2) c
t1 r(Y0) r(Z0) w(X1) c t2 r(Y0) r(X1) w(X2) c

Sj *pt: wl-Y & disconnect *reconnect & w(Y4) c
t4 r(Y0) r(Z3)w(Y4) c

Sk t3 r(Z0) w(Z3) c

Figure 1. Check-out Mode with Write Locks

that read all other database items without getting read locks
before disconnection on those items. This is because all
of Si ' s transactions will be reading versions of those data
items that existed at disconnect time. In order to preserve
correctness, it must be possible to serialize all of the trans-
actions executed by Si during disconnection at the point in
time of disconnection. This can be done if

1. Only those items write locked by pseudo-transactions
at disconnect time can be modified by Si during dis-
connect.

2. Those items write locked by pseudo-transactions at
disconnect time can neither be read nor written by
other sites (consequence of holding write lock) and the
pseudo-transaction can not be aborted in order to re-
lease the lock.

3. Items not write locked by pseudo-transactions at dis-
connect time are treated as read-only by Si during dis-
connect (unless they were currently locked by other
transactions at the time of disconnection).

This will guarantee serializability because each transac-
tion, whether at a connected or disconnected site, respects
two phase locking. The disconnected site is required to re-
spect locks held by on-going transactions from other sites
at the time of disconnect. Thus in Figure 1, t4 executes
under the conditions that X is write locked by a pseudo-
transaction and other items may be locked by transactions
that were on-going when site Sj disconnected. The correct
serial order for these transactions is t1; t2; t3; t4.

The Check-out mode produces executions that are one-
copy serializable. Briefly, write locks obtained at the time
of disconnect by pseudo-transactions are held during dis-
connect and released only after the new values are revealed
at reconnection time. These locked items are the only data
items modified by the transactions at the disconnected site.
These transactions are serialized with respect to each other
because of local two phase locking. They are serialized with
respect to the transactions of the rest of the system at the
point in time of disconnection (this is necessary because
they may have read versions of items that existed only at
that time). All of the actions of the disconnected site can be
considered a single long transaction from the point of view

of the rest of the system. Therefore, the algorithm is cor-
rect because two phase locking is correct and the distributed
database system enforces global synchronization.

Let us explore in more detail what happens when several
sites are disconnecting and reconnecting. If more than one
site tries to check-out X at the same time, one of the pseudo-
transactions will fail; the item is already locked. Assume
that after site Si disconnects and checks-out X, another site
Sk wants to disconnect and check-out Z. Site Sk will ob-
serve that a pseudo-transaction from Si has a write lock on
X. Site Sk now asks for and gets data item Z for check-out
and disconnects. Si is unaffected as its transactions involve
data item Z as read-only and it reads the version of Z that
existed when Si disconnected.

If Sk reconnects first, it transmits its new value for Z and
asks its proxy for any updates that it missed. It will see that
X is still write locked by Si. When Si reconnects, it will
not even know that Sk ever disconnected. Now consider
what happens if they reconnect in the reverse order. When
Si reconnects it will update X and release its lock on X
by “committing” its pseudo-transaction. In processing the
missed updates, it will find out that Z is write locked by a
pseudo-transaction from Sk. Sk reconnects, transmits the
new value of Z and in processing its missed updates, finds
that the pseudo-transaction that locked X has completed.

3.3 Relaxed Check-out mode

In check-out mode, when Si checks-out an object, the
remaining connected sites are prevented from accessing the
object which Si has checked-out. Although this is neces-
sary to preserve serializability, many database systems op-
erate on lesser degrees of isolation [2]. Therefore, we de-
fine “relaxed check-out” mode in which the remaining sites
can access in browse mode the items that other sites have
checked-out. An item can only be checked-out to one site at
a time and transactions from sites which have not checked it
out are not allowed to wait for a lock. According to Unland
and Schlageter [7], a browse lock permits the holder of the
lock to read in a dirty mode and does not guarantee consis-
tent reading or permit writing. A browse lock is compatible
with a read lock, a write lock, or another browse lock.

If Si disconnects and wants to read and write X, why
shouldn' t the transactions at the connected sites be able
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Si *pt: wl-X & disconnect *reconnect & w(X2) c
t1 r(X0) r(Z0) w(X1) c t2 r(X1) w(X2) c

Sj *pt: wl-Y & *disconnect *reconnect & w(Y4) c
t4 r(Y0)w(Y4) c

Sk t3 r(Z0) w(Z3) c t5 b(X0)b(Y0)r(Z3) w(Z5) c

Figure 2. Relaxed Check-out Mode Using Browse locks

to access the “old” value of X during the disconnect? In
the relaxed check-out mode, we allow reads of the old
value of X by allowing transactions at other sites to get a
browse lock when they cannot get a read lock because the
item is write locked by a pseudo-transaction. In this way,
other sites can see the old value of X and Si can read and
write X while disconnected. Relaxed check-out mode al-
lows some non-serializable executions and permits greater
concurrency. Figure 2 shows an example execution using
browse locks. In this example, transaction t5 at site Sk can-
not get read locks on X or Y , so it gets browse locks on
them. The non-serializable executions occur because of the
browse lock. In Figure 2, there is a dependency cycle in-
volving t1; t3 and t5.

In Relaxed check-out mode, we allow a site Si to dis-
connect and check-out some items, X, with write locks and
also allow Si to read those items that were not locked. Other
sites can choose to let their transactions get browse locks on
X realizing that they may be reading old data. The rules that
must be followed are:

1. Only those items, X, locked by its pseudo-transactions
at disconnect time, can be modified by Si during dis-
connect.

2. Those items in X can be browsed but not modified by
other sites. Any transaction which browses an item in
X knows it has given up serializability.

3. Items not locked by pseudo-transactions at disconnect
time can be accessed for reading in transactions exe-
cuted by Si during disconnect.

This corresponds to degree 2 ANSI isolation levels [2]
“cursor stability” if browse locks are only used on write
locks held by pseudo-transactions. The browse permits the
reading of old data and non-repeatable reads if the item is
browsed again after the disconnected site reconnects. How-
ever, the read will never be that of an uncommitted and thus
truely dirty value. If browse locks are allowed on items that
are write locked by any transaction, pseudo or “real”, then
the appropriate isolation level is degree 1, “browse”.

4 Discussion

Mobile computers have added a lot of flexibility to dis-
tributed systems, however, distributed databases have tra-
ditionally not been very flexible because of the need to
synchronize transactions at all sites. The three proposed
modes increase flexibility and allow distributed databases
to take advantage of mobility. The implementation in a syn-
chronous system with eager update is fairly straight-forward
as the pseudo-transactions simply obtain locks in the usual
manner. The implementating in an asynchronous system
which uses an “epidemic” algorithm for replica update that
allows update-anywhere capability and maintains one-copy
serializability is explained in [4].
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