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1. Participants

� Ran Canetti, IBM Yorktown

� Joshua Guttman, MITRE

� David Wagner, Univ. of California, Berkeley

� Michael Waidner, IBM Zurich

2. Overview

Cryptographic protocol analysis, including foundational
research as well as automated tools, is often based on a
model of adversary capabilities that appears to have devel-
oped from positions taken by Needham and Schroeder [6]
and a model presented by Dolev and Yao [3]. In this ide-
alized setting, a protocol adversary is allowed to nondeter-
ministically choose among possible actions. Messages are
composed of indivisible abstract values, not sequences of
bits, and encryption is modeled in an idealized way. Adver-
sary may only send messages comprised of data it “knows”
as the result of overhearing previous messages.

Basic assumptions of this model provide an idealized set-
ting in which protocol analysis becomes relatively tractable.
However, actual protocols use actual cryptosystems that
may have their own weaknesses, or might employ proba-
bilistic techniques not expressed in the idealized model. Re-
cently there have been several research efforts to relate the
idealized model to cryptographic techniques and the com-
putational model based on probabilistic polynomial-time
computation, including [1, 2, 4, 5, 7, 8]. The panel will in-
clude a discussion of these and related approaches, as well
as a few practical examples that shed light on the sorts of
failure modes that a successful theory of cryptographic pro-
tocol security might try to capture.
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