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Abstract

We present the χ-Spaces framework, a tool designed to
support every step of a security protocol’s life cycle. Its
Integrated Development Environment (IDE) eases the task
of protocol design, debugging and simulation.

1. Introduction

Security protocols describe a strategy that two or more
parties can follow to obtain certain guarantees about each
other by exchanging messages over an untrusted medium.
For instance, parties may wish to ascertain each other’s
identity, exchange secret information, or even communicate
without revealing their identity.

Experience shows that the design and implementation of
security protocols is a complex and error-prone task. Gen-
eral purposes programming languages and environments
provide little help. A protocol, specified in few lines, yields
thousands of lines of code in languages such as Java and
C++. As the semantics of the protocol become unclear, de-
bugging can turn into a long and painful activity.

The χ-Spaces framework provides a domain specific pro-
gramming environment designed for the development of se-
curity protocols. The χ-Spaces language is an implementa-
tion of SPL [1, 2]; protocols programmed with χ-Spaces are
concise (most fit in less than one page) and enjoy rigorous
semantics – a more traditional transitions-system semantics
and a Petri-net semantics, both closely related [2]. We im-
plemented the transition semantics, and use the net seman-
tics to verify security properties of protocols. The frame-
work has been shown to effectively aid the task of protocol
development in several case studies [4, 5, 6, 7].

So far the χ-Spaces framework provided only command
line utilities. Recently we unified the tools into a common
Integrated Development Environment (IDE). The IDE in-
cludes advanced features which further aid the task of pro-
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Figure 1. χ-Spaces Architecture

tocol design and implementation. Most notably, it is possi-
ble to graphically represent protocol runs, an invaluable aid
in the prototyping and debugging stages of development.

2. The χ-Spaces framework

The χ-Spaces framework is implemented in Java [8] and
enjoys the portability typical of Java applications. At an ab-
stract level, its architecture is sketched in Figure 1 and rests
on the notion of network middleware or tuple space [ 9]. Our
current χ-Spaces implementation uses an actual tuple space.
Different implementations based on other communication
mechanisms, are possible by providing a suitable driver.

Programming language. The core language is a pro-
cess language with three main actions: nonce creation, out-
put and input. Input is performed using pattern matching;
given a pattern, the input operation will extract a matching
message from the space. For example:
def Initiator(A,B) := {Key(A,B)}

new(ab).out {(Key(ab),B)}Key(A,B);
Responder(A,B) := {Key(A,B)}

in [*C Key(A,B) > ($X,B)];
end
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This code implements the simple ISO One-Pass Symmet-
ric Key Unilateral Authentication protocol [10]. Two roles,
Initiator and Responder are defined. The keys ini-
tially known to a process must be declared – in this case the
long-term key Key(A,B) is shared by both initiator and
responder. The initiator creates a new key Key(ab) and
sends it to the responder encrypted under the shared key.
The responder attempts to input, decrypt and get hold of
the new key. The expression Key(ab) containing a new
value ab triggers key-generation, in this case of a sym-
metric key (a number of compiler directives are available
to choose the underlying cryptographic algorithms for the
protocol). χ-Spaces code is either interpreted or compiled
to Java code. Further information on the χ-Spaces program-
ming language and methodology can be found in [ 6].

Formal analysis of protocol implementations. The
Petri-net semantics of the language supports formal proofs
about the security of protocols [1, 2, 5, 6]. Due to its close
relation to the implemented transition semantics (see [2]),
proved properties are properties of protocol implementa-
tions. The simple, yet formal transition semantics of χ-
Spaces describes the behavior of a system communicat-
ing via a tuple space. Our current implementation of the
framework using tuple-spaces reflects faithfully what the χ-
Spaces semantics formally describes.

3. The χ-Spaces IDE

The case studies presented in [4, 5, 6] are based on com-
mand line tools. Although the χ-Spaces methodology did
smooth the protocol development process (protocols writ-
ten in χ-Spaces are orders of magnitude smaller than their
Java or C++ equivalents) we soon recognized ways to im-
prove it. More specifically, typos in the patterns, debugging
based on inserted print statements, and, generally, the ab-
sence of a graphical representation of protocol runs, became
a constant nuisance. The χ-Spaces IDE provides:

Code insight. Protocol code is syntactically highlighted.
The mouse hovering over a pattern causes matching mes-
sages to be highlighted.

Graphical representation. There is a close relation
between the events of SPL-process runs and Message Se-
quence Charts (MSC) [3, 11]; protocol runs can be dis-
played as MSCs.

Debugging. Step wise execution of the protocols is pos-
sible. Every step can be represented graphically into a dy-
namically evolving MSC.

Simulation. Protocols can be simulated. The simulation
can be deep, meaning that all the cryptographic operations
are performed (this gives a rough benchmarking tool, useful
in the early stages of protocol design), or shallow in which
case cryptographic operations are treated formally and not
performed. The simulation can be performed in different,

Out 2.15

In 2.703

ResponderInitiator

Out 2.796In 3.671

In 2.78

Out 2.625

["Bob",-32881100]

["Alice",-840793460, EncryptedData ,
[-840793460,-32881100,"Alice", EncryptedData ]]

["Bob", EncryptedData ,
[-32881100,-840793460,"Bob", EncryptedData ]]

Figure 2. X.509 run

even hostile environments. If a spy process is present, simu-
lation stops when vulnerabilities are discovered in the sim-
ulated run. When an attack is found, it is graphically repre-
sented as a MSC.

In Figure 2 we can see the MSC generated by the tool for
a successful run of the X.509 authentication protocol [ 12].

4. Future Work

The correspondence between protocol code and the MSC
representation of protocol runs drove a number of improve-
ments to the χ-Spaces framework which aid in the task of
protocol design and implementation. We plan to further ex-
ploit the relation between χ-Spaces processes and MSCs
in devising a visual programming language where robust
protocol code is automatically synthesized from a graphical
representation of a number of expected runs.
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