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SCOTT FORBES

Microsoft

B y helping developers more
easily implement security
and cryptography features

into their code using Microsoft’s .NET
platform, .NET Security and Cryptogra-
phy admirably achieves its goal.

Although the authors introduce

major topics with short and moder-
ately technical discussions, readers
without a programming background
will find it difficult to make mean-
ingful use of most material after the
first chapter. 

Yet for the .NET developer, this
book is a gold mine of information.
Multiple screen shots, example code,
tables of commands, and block dia-
grams showing everything from a
typical Web service architecture to
the Code access security policy
(Caspol) command-line options
simply illustrate otherwise dense and
unwieldy topics. The book provides
numerous links to external sources
to help readers clarify more arcane
points, such as the XML Signature
Syntax and Processing specification
found at the World Wide Web Con-
sortium Web site, or an article by re-
spected encryption guru Bruce
Schneier on the tension between the
public’s demand for exciting new
features and more mundane behind-
the-scenes security enhancements.

With the exception of the intro-
ductory material, each chapter de-
scribes a security topic using its related
classes (for example, Rijndael and
SecurityPermission), methods
(SetAuthCookie and Authen-
ticate), and the authors’ coding
recommendations. Together, these
items summarize how a given set of
classes and related features fit into the
overall .NET framework, what these
classes were designed to accomplish,
and, most important, why these
classes matter for .NET programmers
attempting to write secure code. 

Chapter five, which is dedicated
to digital signatures, discusses hash
algorithms, the HashAlgorithm
class, its derived abstract classes such
as MD5, SHA1, and SHA384, and that
by using these classes when neces-
sary, programmers can avoid having
to design their own cryptographic
algorithm or write dozens of line of
code without .NET’s object-ori-
ented interface. Designing a propri-
etary algorithm in isolation, without
public evaluation, is more likely to
generate an exploitable flaw than
create a stronger algorithm. 

Both authors have published ex-
tensively on the .NET platform and
their experience shows. They are
able to distill .NET’s fundamental se-
curity advantages into two themes:
the promotion of verifiably type-safe
managed code and the vigilance of
the Common Runtime Language.
These technologies work together
to provide a dual layer of security
against common malicious activity
that includes virus code fragment in-
sertion, stack-overrun attacks, and

other techniques that exploit the ab-
sence of an administrator-defined
security policy. 

Because the book is practical in na-
ture and purposefully focused on
.NET security and cryptography—as
opposed to a sweeping discussion of se-
curity in general—the authors had
some difficulty in the introductory
chapter framing and answering many
overarching questions that readers
might be asking themselves: Why does
security matter? How does it help en-
sure privacy? Why does having privacy
when you are not a criminal matter?
How is security different than privacy?

Yet the slightly disjointed discus-
sions used to flesh out these broader
questions are not a major flaw. Instead,
those remarks force readers to think at
a high level about security and cryp-
tography and presumably draw the
same overall conclusion reached in the
book: security is no longer an option
in today’s marketplace.

In a business environment where
consumers expect more and better
security features in their software
products and services, programmers
must find new ways to efficiently and
cost-effectively include those fea-
tures in their next software release.
.NET Security and Cryptography is a
timely and straightforward technical
resource for developers needing a
better practical understanding of se-
curity within the .NET platform. 

Scott Forbes is the security and privacy
compliance manager in Microsoft’s Law
and Corporate Affairs group. He has a
PhD in telecommunications from Penn-
sylvania State University. Contact him at
scottfo@microsoft.com.
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