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Al and Privacy on the Web

Danna Voth

The Web’s inherent openness and potential for growth and new applications make it a

powerful tool, especially as methods develop for handling data on the Semantic Web.

(In the Semantic Web, heterogeneous data sources can be treated as a single source, with

an ontology that mediates between them, thereby allowing the creation of knowledge out

of information.) But formidable problems accompany its potential to publish and store

massive amounts of information. As more
users access and reason over the informa-
tion on the Web, particularly in pursuit of
creating more valuable knowledge, issues
arise of securing and protecting personal
information and of this information’s accu-
racy and provenance. Computer scientists
are addressing these problems, imagining
and developing solutions that range from
semantic firewalls to methods for monitor-
ing and auditing the use—instead of flow—
of information.

Privacy policy problems

A major problem with some Al ap-
proaches to Web privacy, says Internet
security consultant Rebecca Herold, is that
their use might be compromised owing to a
lack of common terminologies, particularly
on the Semantic Web. “The fact that there’s
not a common language built around how
the same type of information from one
entity to another is being handled could
lead to some very huge mistakes in inter-
preting that data,” she says.

Herold points to the recent US National
Security Agency handling of telephone

records. “You have all these phone records,
and the different data fields within those
phone records might be labeled in many
different ways from one phone company
to the next,” Herold says. “But when you
start trying to analyze them and interpret
them, it would be like having somebody
speaking French and somebody speaking
Italian. You’re going to come up with some
miscommunications that can lead to some
information which won’t be correct.”
Even when suspicious Internet activity
can be identified, an instance of it might be
misinterpreted. Many sites, such as those
providing pornography, make themselves
easy to find by incorporating search terms
similar to those of other common destina-
tions. Internet users can easily stumble
across them without meaning to. “If you
had a sophisticated Al system that knew
it [a pornography site] was a bogus site,”
Herold says, “it might incorrectly interpret
the activities of people who don’t know
what these sites are about.”

Coping with more
Hugh Glaser, a University of Southamp-
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ton reader in computer science, views the
Web’s potential as a challenge to both use
and abuse. “From the Al point of view,
with every challenge it’s an arms race,” he
says. The maintenance of anonymity on the
Web is such a challenge. “The traditional
ways of anonymizing personal data assume
the data is not being correlated with all
sorts of other resources,” he says. “In the
Semantic Web, where you can more effec-
tively correlate between lots of resources,
those techniques break down.”

Data mashing, or combining multiple
database sources to create specific, indi-
vidualized information, can be a potential
means of de-anonymizing on the Web.
Glaser imagines a scenario where different
data comes from two separate sources, both
of whom are careful to anonymize the data.
For example, census data, including age
and location, is released on the Web. Epi-
demiological data, correlated by age, is
also published. “It is the combination that
facilitates the de-anonymization,” Glaser
says. Depending on various statistical para-
meters, you could then identify individuals
and their illnesses. “The extra dimension of
the Semantic Web is that the combination
is more easily achieved when dealing with
knowledge than raw data.”

Such revelation of personal data through
de-anonymizing can present privacy issues.
The Semantic Web’s potential to dynami-
cally create knowledge out of various
sources of data could inspire what Glaser
calls a “semantic firewall,” a policy that
allows inference of knowledge without
revealing personal data. “At that stage it
becomes a more intelligence-based activ-
ity,” Glaser says. For example, when rent-
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ing a car, instead of providing your birth
date, you would give the rental company
just enough information for it to determine
you're over 21.

Trust solutions

The amount of information collected, dis-
tributed, and replicated on the Web is difficult
to control, notes Lalana Kagal, postdoctoral
associate at MIT’s Computer Science and
Artificial Intelligence Laboratory. As people
mine information posted online from social
networks, public records, commercial data-
bases, and blogs, Kagal says that they could
“infer conclusions that could be incorrect and
potentially harmful.” She proposes that com-
putational policies involve trust agreements
to protect privacy concerns. Information
users would agree to access and use the infor-
mation under certain conditions, and suffer
institutional and legal consequences for mis-
use. “Nowadays most of privacy research is
focused on the server side and on anonymiza-
tion techniques,” Kagal says. “We want the
users to have more control.”

Rei, a policy language that reasons over
Semantic Web descriptions (http://rei.umbc.
edu), can be placed on individual devices
or embedded into the infrastructure to mon-
itor how information is shared or mined.
Kagal says that the Policy Aware Web proj-
ect (http://policyawareWeb.org), a devel-
oping framework for dynamic Web use,
promotes the development of such tech-
nologies that help users “define trust-based
policies in their policy languages and over
their own domain information.” An exam-
ple of such a policy used in a medical envi-
ronment would allow specialists to access
information on patients only if they have
previously consulted on the specific cases.

Transparency approach

Daniel J. Weitzner, director of the World
Wide Web Consortium’s Technology and
Society Activities and a research scientist
at MIT’s CsaIL, wants to move the focus on
Web privacy issues from controlling data to
monitoring and accounting for its uses. “In
this environment, where there are going to
be very complex inferences done which
involve people’s personal information, we
want to give people a mechanism whereby
they can look at inferences, identify the
ground facts of personal information on
which those inferences are based, and be
able to tell whether that information about
them is accurate,” he says. The transparency
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of the reasoning operations over the multi-
ple sources of personal information avail-
able from multiple databases can provide
accountability of the information’s use.
However, legal and social rules must first
be established as the basis for this account-
ability and for the consequences of illegal
or inappropriate uses.

Building on top of the developing Seman-
tic Web infrastructure, Weitzner and his
team are using Al technologies to create an
inferencing engine, a truth maintenance
system, and a proof generator. They’re try-
ing to understand what types of laws would
be required to protect privacy, as well as
the kind of expressivity and form of rules
that would be required. “What we are imag-
ining in a data mining context is that there
would be some investigation which would
be conducted by criminal-law-enforcement
agents who would be working with data
generating inferences about people. An
inference might include a conclusion that a
certain person is suspicious and should be
stopped at an airport for further screening,”
Weitzner says. “What we add to that is a
truth maintenance system that will keep
track of the chain of inferences, keep track
of all the information that has been used to
generate that final conclusion of stopping
that person at the airport.”

The truth maintenance system will be
able to provide both the transparency into
the information used and that use’s account-
ability to a set of rules. When an action oc-
curs owing to a conclusion inferred from the
data, the proof generator can try to show that
the inference was premised on a reasonable
set of assumptions that comply with the
rules governing that information’s use. The
proof generator would have to collect the
normal evidence gathered when someone is
indicted for a crime, such as details indicat-
ing that that person is likely guilty. It would
also generate a proof that the information is
used correctly. “Putting these all together,
we have an environment that not only sup-
ports normal law enforcement and national-
security investigative activity,” Weitzner
says, “but does so in way that it carries with
it a kind of auditable trail that allows one to
establish either compliance or lack of com-
pliance with the set of rules.”

Expanding scope

Weitzner describes the challenge of com-
ing up with new approaches to privacy on
the Web: “What makes you think you can
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do any kind of useful reasoning in this open
world environment? It’s fine if you’ve got a
limited number of databases or a limited
number of information sources and a fixed
set of rules. You can certainly imagine that
it would be possible to reason in a finite
way over that data and those rules.” But, he
says, “we don’t know at the beginning the

exhaustive description of all the data we’re
dealing with. We don’t even necessarily
know at the beginning of an inferencing
process an exhaustive description of all the
rules we’re dealing with, since laws change
and circumstances change. Our hardest
problem is that we’re really trying to pro-
vide accountability to rules at Web scale.”

Phonetic-Sequence
Algorithm Could Reduce
Drug Name Confusion

Jan Krikke

E very year thousands of people in the
US die or are seriously harmed because

of medical errors. Many of the fatalities are
due to medication name mix-ups (for exam-
ple, Amaryl/Amikin, Flomax/Volmax, and

Verelan/Virilon). The US Food and Drug
Administration, responsible for approving
new drug names, tries to mitigate the prob-
lem with Phonetic Orthographic Computer
Analysis, a system for computationally
comparing look-alike or soundalike drug
names. At the heart of POCA is ALINE, an
algorithm for aligning phonetic sequences
developed by Greg Kondrak of the Univer-
sity of Alberta. ALINE is unique because it
can deal with how words are pronounced in
any language.

A 1999 Institute of Medicine report (7o
Erris Human: Building a Safer Health
System) first highlighted the problems with
confusing drug names. The report claimed
that preventable medical errors in US hos-
pitals result in the death of 44,000 to
98,000 people every year. An estimated
12.5 percent of these errors result from
confusion about drug names. In 2002, the
FDA decided to automate evaluation of
new drug names, using phonetic-alignment
algorithms and other natural language pro-
cessing technologies. The agency experi-
mented with several programs with pho-
netic search capabilities but didn’t achieve
acceptable results until they tested ALINE.

How Avune works
ALINE (a demo is available at www.cs.
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ualberta.ca/~kondrak/cgi-bin/demo/aline/
aline.html) combines existing sequence-
comparison techniques with a scoring
scheme to compute phonetic similarity.
(The program requires words to be repre-
sented by phonetic symbols.) Written in
C++, it takes into account parts of the vocal
tract (nasal cavity, pharynx, vocal cords,
and so on), types of articulation (bilabial,
palatal, uvular, and so on), and other dimen-
sions of human speech such as aspiration.
In “Automatic Identification of Confusable
Drug Names” (Jan. 2006 Artificial Intelli-
gence in Medicine), Kondrak and coauthor
Bonnie Dorr explain that ALINEs principal
component is a function that calculates two
phonemes’ similarity.

“Phonemes are expressed in terms of
binary or multivalued phonetic features,”
Kondrak and Dorr write. “For example, the
phoneme 7, which is usually described as a
voiced alveolar nasal stop, has the follow-
ing feature values: Place = 0.85, Manner =
0.6, Voice = 1, and Nasal = 1, with the re-
maining features set to 0. In order to com-
pute the phonetic distance between two
phonemes, the differences between their
numerical values for each feature are multi-
plied by the feature’s salience weight ...,
and the resulting values are summed up.”
They go on to say that ALINE then calcu-
lates the phonetic-similarity score by sub-
tracting the distance from the maximum
score. To emphasize consonant correspon-
dences, ALINE decreases the similarity score
further if one or both of the phonemes are
vowels.

Kondrak and Dorr demonstrated that
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ALINE outperforms orthographic approaches
on a test set containing more than 2,000
soundalike confusion pairs. But they also
concluded that a combination of phonetic
and orthographic measures produces the
best results.

From linguistics to healthcare

Kondrak, who is fluent is three languages
and proficient in another three, initially de-
veloped ALINE to help linguists find similar-
ities between words when searching for
language histories. The program is part of
the Upper Necaxa Totonac Project (www.
arts.ualberta.ca/~totonaco). “Upper Necaxa
is a seriously endangered language, which
is still spoken by a few thousand indige-
nous people in the Puebla State in Mexico,”
Kondrak explains. “The primary goal of the
project is to document the language through
the compilation of an extensive dictionary
and other resources, which may aid the re-
vitalization efforts. My software is used
for the identification of cognates and regu-
lar sound correspondences within that lan-
guage family.”

In 2003, ALINE caught the attention of
researchers at the Project Performance Cor-
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poration, which the FDA had contracted to
develop POCA. Although ALINE was devel-
oped for language histories, Kondrak says
that you can easily adapt it to other require-
ments. He explains: “ALINE has a number of
parameters that can be adjusted, or tuned.
‘We tuned the parameters using a large set of
drug name pairs that had been reported as
confusable.”

A complete solution
remains elusive

ALINE is likely to help prevent future
approval of confusing pairs like Zantac/
Xanax and Verelan/Virilon, but the FDA’s
Laura Alvey points out that POCA is only
one tool the FDA uses to assess trade names.
(For example, the FDA also uses various
databases, including a United States Phar-
macopeia database that records deaths and
injuries caused by drug name confusion.)
“It is not used as the decision maker for
approval,” she explains. “POCA offers a
quicker way to search for similar sounding
names. POCA’s utility is directly linked
to the data sources it can search against,
which is limited at this time.” Moreover,
POCA won’t deal with existing problems.
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An estimated 600 drugs with similar names
are on the market. (One of the most fre-
quently confused pairs is Primaxin, an
antibiotic injection, and Primacor, a hyper-
tension injection. Confusing them can re-
sult in death.)

The question remains why the medical
establishment is only now addressing this
issue with computerized systems. The re-
quired technology has been available for at
least two decades. Not surprisingly, several
US hospitals have taken matters into their
own hands. At Memorial Sloan-Kettering
Cancer Center in New York City, all doc-
tors must prescribe drugs via computer. All
medications are digitally double-checked.
The US Veterans Administration has in-
stalled computer bar code medication ad-
ministration technology at all its medical
facilities. The system aims to ensure that
the right medication is given to the right
patient at the right time. Medical staff uses
handheld scanners to compare bar codes on
the medication with bar codes on the pa-
tient’s wristband. Mandating such tech-
nologies would not only save lives, it would
reduce the enormous financial cost of deal-
ing with medical errors. B
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